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�ALBANIA



o Notes on operation:

  Frequencies speculative since no recent loggings.

  5378, 5401, 6858, 6884, 7612, 10306 kHz

o Callsigns: MFA Tirana - ZAF

o Transmission modes used: CW

�ALGERIA



o Notes on operation:

Nil on Friday (Moslem holy day).

  	Language: French, Arabic (for both domestic and MFA/embassy traffic)

Encryption: Online : Appears as pseudo-random strings, or loss of 

text. Offline: Using 5FGs noted sometimes.

Particular mode? - one station noted on 19028.6 giving header in French, a 

few characters then no output. At end of header number of characters which 

could be an equipment switch to alter the decode arrangement. Try using 

showall during such reception.

 	Idles code32 using outer tones on COQ/8.

  	Operator exchanges alternating opr/traffic in Coquelet-8 on the same frequency. MFA broadcasts to a number of embassies who are then asked to reply from their QSX frequencies in turn. Remote embassies are often referred to by the MFA using short names during such exchanges eg "nktt" when asking Nouakchott to QSL.

Appears to be using USB on some frequencies, LSB on others. The 

Offset of the tones variable but reasonably consistent sideband per 

any given frequency.

Algiers uses 26.67bd irrespective, but embassies use either 26.67bd 

or 13.33bd

Use of Coquelet-8v2 (auto Arabic vs Latin keyboard recognition) 

Marked by longer 13.3bd preamble and only occasional sync 

thereafter with standard Coquelet-8 module, otherwise garbage.

 	Interior traffic noted in ITA2 RTTY.

 	Same format used by all ministries and customs.



Several Algerian diplo stations, including the MFA, recently started

using a Racal 10 channel VFT modem. Alphabet used was synchronous 

ITA-5/ASCII/IRA. Freqs logged so far: 8129.5, 10245.5, and 11467.5 kHz.

	The transmissions started off with MIL-STD-188-141A ALE and followed

	by 10 channel VFT traffic. The header of one of the captured messages clearly shows 

that this really is Algerian diplo: AMBALG: TUNIS, TRIPOLI, RABAT. The header

could clearly be seen in the bitstream. As no start and no stopbits are being sent, the normal ASCII module cannot be used. The bitstream has to be decoded with 

character-analysis duplex set to ITA-5/NOT-interleaved and 8 bit per character.

Depending on the contents of the transmission, you will get readable text. Of 

course when sending faxes and other binary data you just get garbage on your 

screen. What makes it difficult, is the fact that each channel contains different packets, so you would actually need a demultiplexer to read the traffic  "armchairwise".



o Transmission modes used:

  CW

  SSB

  ITA2           - 50bd / 170Hz

  Coquelet-8     - 13.3bd and 26.7bd

  Coquelet-8v2   - 26.7bd

  Coquelet-13

  Racal 10 channel VFT modem

�o Frequency (domestic traffic): 10340 kHz



o Domestic stations. Traffic from and to the following ministries and

  departments was copied so far:

c s t n  -algerie- pour info/ dgtn - der - i r m i /cq  - conservateurs (toutes wilayates)

  - d-s-a- des 48 wilayas

  - directeur general des douanes

  - directeur general du tresor

  - direction de l'emploi et de la formation professionnelle de la wilaya d'oran

  - direction de l'emploi et de la formation professionnelle des 47 wilayas

  - direction de la concurrence et des prix de la wilaya de bejaia

  - direction de la concurrences et des prix (48)

  - direction de la protection civile des wilayate du territoire national

    (48 wilaya)

  - direction des etudes et planifications

  - direction des etudes et qualifications

  - direction des travaux publics des (48) wilayates

  - direction educations (48) wilayas.

  - direction generale de l'anem 5 rue capitaine menani alger

  - direction generale de la protection civile /docs

  - direction generale des forets

  - directions des travaux publics des ( 48 ) wilayas.

  - gendarmerie nationale de la wilaya de mostaganem

  - inspecteur d accademie d alger.

  - inspecteur regional des enquetes economiques et de la repression des

    fraudes setif

  - inspecteurs regionaux des enquetes economiques et de la represseion

    des fraudes d'alger - oran - setif - saida - annaba - bechar et ouargla

  - inspecteurs regionaux des enquetes economiques et de la repression des

    fraudes d'alger-oran-bechar-annaba ouargla-saida-setif

  - ministere de l interieur des collectivites locales et de l environnement

  - ministere de l'agriculture-direction des services veterinaires

  - ministere de l'equipement et de l'amenagement du territoire

  - ministere de l'equipement et de l'amenagement du territoire (direction

    des routes)

  - ministere de l'equipement et de l'amenagement du territoire d.e.e.r.

    s.d.p.m / 96

  - ministere des finances/ direction generale de la comptabilite direction

    de la reglementation comptable

  - ministere du commerce / inspection centrale des nquetes economiques et

    de la reforme des fraudes

  - ministere educati alger off

  - ministere education nationale

  - ministre du commerce-inspection central des enquetes economiques et la

    repression des fraudes

  - off alger

  - off bejaia

  - off bel abbes

  - off dgpc

  - off mostaganem

  - off oran

  - secretariat d'etat a la formation professionnelle

  - sous directeur des liaisons -dgtn-

  - tresorier central d'alger

  - tresorier de la wilaya de sidi bel abbes

  - tresorier des 48 wilayas

  - tresorier principal d'alger

  - wali de la wilaya de bejaia -cabinet

  - wali de la wilaya de mostaganem

�o Frequencies (MFA/embassy/consulate traffic):

   6721.4    6774.1    6841.4    6911.4    7345.7    7350.7    7421.5

   8010.7    8013.4    9041      9118.7    9141.4    9248.7    9352.7

  10126.4   10565     10720     10729     10730     10730.7   10731

  10993.7   10995     10996.4   10997     11005     11251.4   11418

  11475     11475.5   12108.4   12132     12161.4   12256.4   12258

  13418.7   13425.7   13428.4   13655     13875     13898.7   13936.5

  14434.5   14932.7   14937.6   14938.7   15912     16077.6   16079.6

  16146.7   16257     16272.4   16273.7   16278.7   16315.4   16315.7

  16316.3   16318.4   16339     17411.1   17412.43  18139     18145

  18180.7   18183.7   18204.5   18421.4   18526.7   18528.4   18529.4

  18753     18754.6   18756.2   18757.4   18758.7   18761     18787

  18943.7   18946.4   19028.7   19031.4   19123.6   19141.4   19434.5

  20145     20148     20163.5   20189     20450.7   23055.5   23127.5



o Reported callsigns and selcals:

  7RP20   Paris                            7RW20   Cairo

  7RP30   London                           7RW30

  7RP40   Brussels     "bru"               7RW40   Amman

  7RP50   Geneva                           7RW50

  7RP60                                    7RW60   Baghdad      "bag"

  7RP70   Rome                             7RW70   Kuwait

  7RP80   Bonn                             7RW80

  7RP90   Madrid                           7RW90   Jeddah



  7RQ20   MFA Algiers                      7RX20

  7RQ30   Beijing      "pek"               7RX30

  7RQ40   Pyongyang    "pyong"             7RX40   Tripoli

  7RQ50   Djakarta                         7RX50

  7RQ60                                    7RX60   Khartoum     "krt"

  7RQ70   Islamahbad                       7RX70   Niamey       "nm"

  7RQ80   Teheran                          7RX80

  7RQ90   Ankara                           7RX90



  7RV20   Moscow                           7RY20   Accra

  7RV30   Stockholm                        7RY30

  7RV40   Prague                           7RY40   Conakry      "cky"

  7RV50   Sofia                            7RY50   Dakar        "dkr"

  7RV60   Belgrade                         7RY60   Brazzaville

  7RV70   Warsaw                           7RY70

  7RV80   Berlin                           7RY80   Bamako       "bko"

  7RV90                                    7RY90   Lagos        "lg"



  7RZ20   Washington                       CME356  Havana?

  7RZ30                                    ETN75?

  7RZ40                                    ETN52   Addis Ababa?  "ab"

  7RZ50   Abu Dhabi                        KNY28   Washington

  7RZ60

  7RZ70

  7RZ80

  7RZ90



  "abi"    Abidjan                         "atn"    Athens

  "bey"    Beirut                          "damas"  Damascus

  "mct"    Muscat                          "nktt"   Nuoakchott

  "ouaga"  Ouagadougou



�o Dictionary:

  Ambalg        Ambassade D'Algerie (Algerian Embassy)

  bc            broadcast?

  Consalgs      Consulates

  dest          destinaire (destination)

  exp           expediteur (sender)

  MAE           Ministere des Affaires Estrangeres (Ministry of Foreign Affairs)

  mot           number of words (mots 12)

  SDCVD         Dept of MAE?

  vci           voici (here is)

  wilaya(s)     province(s)

  wilayates     provinces



o Sample message formats:



Example #1 - Message in French from MFA Algiers

-----------------------------------------------

 cqcqcqcqcqcqcq  je  rle  diff   diff   une  diff    all

 allo  teheran   islamabad  delhi  etes vous la ??bb leheran 22jjjcqcqcq

                                  (Calling Teheran/Islamabad/New Delhi)



 je  rle (from MFA Alger)

 vci off alger nr 88997/89075 le 16.11.92 a 1720 z l 20

 exp mae dgac dcee sdvqam alger

 dest : mm. les chefs de postes diplomatiques et consulaires  (to)

 info :  dgsn /cabinet/drpg/dpf

 txt nr 4341



     honneur vous informer stop primo stop services algeriens

 competents relevent que de nombreux etrangers beneficiaires de visas

 de transit stop souvent demunis de documents de voyages - de moyens

 <clip clip clip>

 les ressortissants de pays objet de mes messages numero 254 et 482

 des 6.2.92 et 15.3.92 stop signe aissaseferdjeli dcee stop et fin

                                  (Islamabad invited to qsl?)

 col bn ++/

 islamabad

 aui               multiple carriage returns.





Example #2 - Messages in French from Ambassador Beijing

-------------------------------------------------------

vci off pekin nr 584/   le 09/08/93 a 10h00z l.22



exp = ambalg pekin



dest =mb/7sx/dgao/daeo/dgrm

ohvi que m.jiang zeming pdt de la rpc a accorde une importante

interview au directeur du quotidien japonais asahi shimbun

<clip clip clip>

question des droits de l'homme, le pdt jiang zeming a affirme stop

o...a suivre .../ stop et fin ./



col bn



si qsl je cont



�Example #3 - off line encrypted traffic from MFA Algiers

--------------------------------------------------------

off alger nr 82807/11 le 12.10.96 a 1530z gr 74



exp  : mae/alger

dest : ambalg : paris - rome - madrid - bonn - moscou



txt nr 29095  op  120900z gr 74



08054 05825 29149 73041 67685 67159 69808 69020 61824 36995

12482 34415 21754 74648 94576 78876 12845 28350 75001 81895

63163 99606 94871 90303 85557 53119 28462 12745 28776 39463

52716 15760 89459 03627 30149 04554 15030 02285 68113 83645

42567 98906 96671 99702 09768 91527 00260 69510 94303 63307

28941 36865 17303 40302 29654 69345 50390 50041 82144 45674

74737 55122 17135 18331 92721 42973 04124 31243 15643 20756

17290 92543 44233 74219 = ar



col bn/skr





Example #4 - domestic traffic

-----------------------------

vci off alger cdn nr 5228/75   w  100  le 07/02/1996  a 13h50

ministere du commerce / inspection centrale des enquetes economiques

et de la reforme des fraudes



a messieurs : les inspecteurs regionaux des enquetes economiques et

de la represseion des fraudes d'alger - oran - setif - saida - annaba

bechar et ouargla.



messiers les directeus de la concurrences et des prix (48)



texte nr :85/mi.iceerf/96.

++++++++++++++++++++++//

//-//onneur vous demander de contrer les effectifs de controle

sur les imortateurs et grossistes notamment en produits alimentraires

<etc etc etc>

�AUSTRALIA



o Notes on operation:

  Austrade = Australian Embassy

  Department of Foreign Affairs and Trade, Canberra = MFA

  Sitor-A has been copied in plaintext. Twinplex is encrypted



o Transmission modes used:

  Sitor-A    100bd

  Twinplex   100bd,  255/85/85/255  F7b-1



o Frequencies:

  DFA uses the Kowandi sites near Darwin for its communications:

  * Transmitter Facility Kowandi, Darwin

  3750    7947    9980   13565   14855   18259   23608

  * Receiver Station Kowandi South, Darwin

  3750    7947    9980   13565   14855   18259   23608



o Callsigns for MFA & Embassies:

  DFA Canberra - VL8DFA



o Sample message format:

emdw604

rru nurudvxx                                 (normally double spaced)

chchdvxx unc

o.ap16270 1345 4.8.93 unc

to.

pp canberra/

rp.

rr honiara/ honolulu/ nauru/

rr noumea/ nuku'alofa/ pohnpei/

rr port moresby/ suva/ tarawa/

rr vila/ wellington/



fm. apia/ fa ref o.ap16253/man

u n c l a s s i f i e d

aid: taro leaf blight outbreak in western samoa

to file 92/1461 from file 607/8

    a meeting on the afternoon of august 4th was attended by

representatives of western samoan government, fao, spc, aidab farming systems project,  commercial agricultural development project(usa) and ireta(usp) to hear developments in the outbreak of taro leaf blight caused by the fungus phytophora.



qta qta @@@ ypr qta qta 604

nnnn

�o Other Departments

Department of Administrative Services (VJD248, VJQ638)

    3824.0    4475.0    7646.0    9785.0   11300.0   13521.0   



Department of Agriculture (VJW503-513, VJW516, VJW525)

    3780.0    5440.0    6980.0    8070.0    9985.0   13521.0

   26978.0   



Department of Agriculture Derby (VJW656)

    3780.0    5440.0    7312.0   



Department of Agriculture Frank Wise Institute (VKW769)

    3780.0   



Department of Agriculture Geraldton (VJW957)

    5440.0    7312.0   



Department of Agriculture Lake Grace District (VJW958)

    3780.0    5440.0    6980.0   



Department of Bush Fire Services (VJN425)

    2660.0    4645.0    6940.0   



Department for Community Development (VKW424)

    2780.0    4460.0    5430.0    7365.0   



Department of Community Services (VLN225 VLN226, VLN228, VNN941)

    2836.0    4845.0    6956.0    8050.0   



Department of Conservation and Land Management (VKW426, VJN688)

1696.0    2740.0    3755.0    4535.0    5270.0    5290.0    5833.0    8070.0    8099.5   13521.0   



Department of Correctional Services (VJD284)

    2780.0    3784.0    5186.5    7365.0   11615.0   14968.0   



Department of Employment Education and Training (VJD299)

    4525.0    7365.0   



Department of Environment and Heritage (VKQ856, VKQ869, VKQ871, VNQ778, VKQ858)

    3372.0    5377.0    5945.0    7542.0    7545.0    9220.0

   11615.0   27505.0   27545.0   27615.0   27650.0   27695.0   



Department of Environment and Land Management (VLJ202)

    2740.0    5377.0   



Department of Environment and Land Management NPWS (VMS323)

    3372.0    5945.0    7956.0   



Department for Education and Childrens Services (VLS636, VJS453, VLS78)

    5093.0    5145.0    5845.0    5945.0    8171.0   



Department of Family and Childrens Services (VJW954, VMW862, VIQ391)

    2780.0    4460.0    5430.0    7365.0   27212.0   



Department of Health and Community Services (VJD368, VJD365, VJD351)

    2712.0    5140.0    7952.5   



Department of Land and Water Conservation (VMN529)

    3393.0    4450.0    5255.0    5945.0    6820.0    7553.0   



Department of Land Administration (VKW780)

    2580.0    5865.0    9300.0   13521.0   

�Department of Lands (VKQ605)

    3372.0    5945.0    9220.0   



Department of Local Government and Administrative Services (VKW781)

    4475.0    7312.0    9785.0   13521.0   



Department of Minerals and Energy (VKW369, VJU32)

2740.0    3716.0    4505.0    6815.0    6980.0    9380.0    9985.0    14890.0   



Department of Natural Resources and Environment

(VLF200, VZV200, VLV240, VMF900, VLV335, VZV250, VNF240, VZV500, VLV260, VJF472, VJF275, VJQ804, VJQ645, VKQ774)

2728.0    3373.5    3820.0    4520.0    4880.0    5931.0    5945.0    6820.0    7921.0    9982.0    9985.0      



Department of Primary Industries

(VJQ666, VMQ897, VZQ540, VZQ545, VMQ900, VZQ552, VMQ898, VMQ895, VZQ580, VZQ582, AXQ798, VJQ657, VZQ697, VZQ699, VKQ776, VJS502)

2182.0    1816.0    3372.0    3784.0    4488.0    4615.0    5290.0    5377.0    5945.0    6227.0    6820.0    6835.0    7543.5    7596.0    8002.0    8040.0    9220.0    9985.0   11528.5   13551.0   11615.0



Department Primary Industry and Fisheries (VMT206, VJD452)

    4060.0    5391.0    8087.0    7312.0   11615.0   



Department of Roads and Transport (VJS384)

2336.0    2348.0    3716.0    5770.0    7365.0    7770.0    9266.0



Department of School Education (8DE)

    4635.0    5130.0    7565.0    8150.0   



Department of Science and Technology (XNAY)

    215.0   



Department of Social Security (VJD761)

    3780.0    4525.0    5440.0    7365.0   10196.0   



Department of Transport (VJW953, VJW941)

2182.0    3161.0    3755.0    4125.0    5270.0    6215.0    6977.0    7365.0    9329.0    9985.0   13985.0   



Department of Transport Maritime Division (VMW209)

    6977.0    9329.0   12188.0   



Department of Transport Maritime Division Fremantle (VKW785)

2250.0    2348.0    3755.0    3989.0    6774.0    6977.0    9329.0    9490.0   12188.0   12217.5   15616.0   17427.0   



Department of Water Resources (VMN540-1, VMN563-6)

    3393.0    4450.0    5255.0    7553.0   

�AUSTRIA



o Logged frequencies:

5070.5   7892.5   7896    10413    10422.5  14478.5  14487    14488.5  14518    14523    18582.5  20494    20742    20750



  Reported frequencies:

7880     7891.5   7893.5  7894     9399    10298    10421.5  10425.5  10488.5  13617   14481    14482   14520    16132.5  16133    16164    17459    18411.5  19730   19810.4  19928.5 20480    20494    20750    20753.5  20973.5



o Transmission modes used:

  ARQ/S     96bd / N / 185 / 5 and 6CRC

  FEC/A     96bd

  FEC/S



o Notes on operation:

  [SUN]

  Language: German, English

  Single freq. ops

  Chatty opr exchanges, with names

  Uses OVER+ to transfer, and CLEAR+ to terminate

  Offline encrypted traffic in 5 letter groups. First group always ZZZZZ  followed by 

  groups 2-6 the same.  Final group also ZZZZZ .



o Reported callsigns/selcals for parent MFA/Embassies:

  OEC21         Warsaw                  OEC35         New Delhi

  OEC36         Beijing                 OEC44         Tel Aviv

  OEC51         Cairo                   OEC52?        Lisbon

  OEC57         Pretoria                OEC61         Rome

  OEC64         Lagos                   OEC72         Lisbon

  ONN45         Brussels                Selcal   KFFX



o Dictionary:

  Aussenamt          MFA (Vienna)

  austroamb          Austrian Ambassador



o Sample message formats:

  Example #1 - offline encrypted message header

  ---------------------------------------------

  cccccc jj                   (message start)



  aus austroamb new delhi     (from Austrian Ambassador New Delhi)

  an aussenamt wien           (to MFA Vienna)

  2 5 0 6 2                   (message number)



  zzzzz pnojx pnojx pnojx pnojx pnojx fvtzx qgayy kjhmv gzkfs

  kwehu yrnpp hhbcm sepgc pozoy ywhsi nwftb nrpro hdexz phhqk

  <clip clip>



  Example #2 - encrypted message page break

  -----------------------------------------

  dlwrb xlmmq iaqxj dqobv ftrhy eccnf rnecl mctcx qqtvu bklqa

  ej~~u~ovoyb kshmd teddh gwxrl sewxn wvqri zrqzs uwvle pughh



  page 2 new delhi25062       (page nr/originator/message nr)

  rirnd aurfx npm~b ttgro ujlmy ylxxt sthqj ohnrl uuufr oukmm

  czfkn denlb wiuxd bikml aobpy hiybt trhsw jkpzl isthq pmvne



�  Example #3 - operator chatters and end of QSO

  ---------------------------------------------

  best. guten erhalt bzw. loesung von 25062 und 10289 am

  30.10.92 um 08:21 utc, aussenamt/mr x



  die temperatur ist heute gar nicht so unangenehm, so um die

  10 grad plus. wuensche ihnen auch noch einen angenehmen restl.

  tag und natuerlich ein wunderschoenes we. aws bis zum nm.



(operator says that the temperature is only 10 degrees and    wishes the other side a fine day and a smashing weekend)



  clear++                                         (end of qso)



  Example #4 - End of msg and msg relating to passports

  -----------------------------------------------------

  austroamb lagos          (fm Austrian Ambassador)

  an                       (to)

  m i n p a s s  w i e n   (passports dept Vienna)

  /amsenamt wien mit der bitte um weiterleitung 

  (requests MFA to pass the message on)



  *** Followed by sensitive info. Sorry folks, I cannot publish that :-))



  Example #5 - Part of press summary and signoff

  ----------------------------------------------

  atomteststop: usa/frankreich:       oenn

  praes. clinton u. praes. chirac kuendigten an, noch

  heuer ein weltweites atomtestverbot erreichen zu wollen. nvb

  tuerkei: die koalitionsgespraeche sind gescheitert. mpin ciller

  will ihr mandat zurueckgeben.       wz



  Johann Unbekannt hier habe nichts zu senden bin heute etwas frueher dran da einiges von gestern noch fuerandere bot. uebrig mgebleiben ist



  danke bis morgen und aws johann

�BANGLADESH



o Operational notes:

  -  MFA Dhaka is shown as : PAMA

  -  Embassies are shown as: BANGLADOOT (or B/DOOT)

  -  All traffic is in English

  -  Same frequencies used for traffic from/to Dhaka

  -  SSB usually follows end of transmission



o Modes used:

  SSB

  FEC-A 144/850

  SITOR-A (probably discontinued)

  ITA2 75/850 (probably discontinued)

             

o Reported selcals for embassies:

  IKVR Moscow

  IKVU Berne



o Frequencies:

  17566   18466   18566   18666   20497   20667   20677   20777

  20947   21877   22977 



o Sample message format:



     RADIO MESSAGE NO:123         (priority)

     DATED: 23 November 1994

     FROM : PAMA DHAKA

     TO   : BANGLADOOT RIYADH



     - content is either news or messages

     - end of message may show operator's name



�BELGIUM



Transmission modes used:

FEC/A     96bd

Packet    300bd

Type 6028 100bd (+ 105bd ITA/2 channels -  either sideband

reported)

          (refer vft section in this issue). 

          

Logged frequencies: 11105 14902 14474 (suppressed carrier of vft)  

Reported frequencies: 	10143   11506   15760   17481   18695   18810 24080.7 24805.7 

24806.7 24808.7?



Notes on operation:

[Sun]

Language: French, Flemish(?), Dutch

Messages in paged offline encryption (5 letter groups)

6028 vft currently (May96) has channel 2 missing. 



Reported callsigns/selcals for parent MFA/Embassies:

D40         Brussels

D46         Cairo



Dictionary:

ambabel     Belgian Ambassador

belext bru  MFA Brussels (Belgian exterior Brussels?)

clair       in the clear.

kode        in code, encrypted

objet       Subject or reference

Varsovie         Warsaw?



Sample message formats:

           ---------------------------------------

Example #1 - call sequence - D40 (Brussels) calling D46 (Cairo) - 10/Apr/96

 

 test d40  test d40  test d40

 the quick brown fox jumps over the lazy dog 1234567890

 the quick brown fox jumps over the lazy dog 1234567890

 the quick brown fox jumps over the lazy dog 1234567890

 

 d46 d46 d46  van d40 d40 tu me recois tuours   bien   ????  kkkk

           -----------------------------------------



Example #2 - Chatty op exchange signing off (in Dutch) - (RR) 



 zo eddysindieff~vyt nopzjvpnp~le prettige dag veri~xer en to

 no~~~~~~h~~~~~ dag verder en to nog eens kkkkk

<a bit garbled. it sez ''so Eddy ..... have a nice day. see you later>

 okokok linda dat is 5555  danke en ook  eengoeie dag verder  bibibib 

<ok Linda that is 5555 thanks and same to you. bibibi>



�Example #3 - Messages encrypted and plainlanguage (French) - 31/Jan/96(RR) 



 belext bru a ambabel le caire       (MFA Brussels to Cairo Ambassador) 

 20 du 31.01.96  kode                (nr20 of 31/Jan  encrypted) 

  

 rpt varsovie                        (Repeat Warsaw?)

            

 zzzzz abzit abzit abzit abzit abzit whfts icart udtmr daajk

 qjgej iolze buqdp wejwd fumpb vnxsy kasrl dwujd jwutd lucvz

 dypwz zcsyh hebtz ljcgk ygrgz kdzig ugxwh mxjvn uxmyx stvnc

 ifqic grrnn cplza vcrzv lgdmi ccpxf defps pgdbf svcmx tnowc

 eahdy kaxou rgsvk nffis azgku liupa rmqlp phcpj fzrpg gvzcj

 jjudi wquis tfqru tlrkl uyzzb heikw zucrv cdetb xbdtj gkbbl

 ylvrk mwlml oifvz irzpj rfodt tkevq ctufd bajtd hvdav pswpt

 wrsrr meapi ragso cdfpm bcldv pgdft yogwd zaipe gbkio lfsza

 ykriv iypkj vcxzy rujcr qbwkj wmjri kbpre owwhp oowka dicst

 hrcjm nlkqs bkzli zhgay itpeb wpmrq tcssr tockq damkp btqfb

 wdruz fvmwd wyzaa ygcjf grhpr uzxbq euwjb sdhrq sjfgc fegeg

 nlrni xxzmw ogtil ugpxv qcpop aepmg ecwkj pwvko vgjms gzzck

 zzzzz

 bt

 gr121                               (group count)                      

 nnnn

� belext bru a ambabel le caire       (MFA Brussels to Cairo Ambassador)

 21 du 010296  clair                 (nr 21 in plain language) 

  

 p52 

   

 objet : importations belges de ptrole de libye     (Subject)

  

 concernant votre questcon sur les importations sous rubrique, vous 

 communique les chiffres suivants :  

  

 1. ptrole brut (stocks inclus) : 

         1992    :       1489 t.m. (tonnes mtriques) 

         1993    :       1856 t.m. 

         1994    :        9o7 t.m. 

  

 2. part des importations de ptrole brut (+ stocks) en belgique par 

 rapport au total des importations belges : 

         1992    :       1489/32.597     +/- 4,57 pcnt. 

         1993    :       1856/3o.934     +/- 6    pcnt. 

         1994    :        9o7/31.594     +/- 2,9  pcnt. 

  

         derycke                                      (Signature)

                  --------------------------------

Example #4 - News in Dutch - 1/Feb/96 (RR) 



 eader 

 creator : new york - uno   - pol                   status : copy

            at : 01/02/96  17:08

 type    : telegram        clearance : clear       urgency : normal

 ref     : new york - uno   - pol              / fax 83   / 00150

 subject : vr - soedan - resolutie 1044

 reply to subm-nr : 

 destinator : brussel          - p.31polza1     

 distribution list :                 

 copy :

     addis abeba      - pnd.dummy             y

     brussel          - p.51                  y

     brussel          - p.52                  y

     cairo            - pnd.dummy             y

     londen           - ambassadeur           y

     moskou           - pnd.dummy             y

     paris            - ambassadeur           y

     peking           - pnd.dummy             y

     washington       - 1ambassadeur          y

 visum :

 keywords :



 originator : new york - uno   - permrep         

 02/02/1996                .                      96/00107

  body 

 from                : nr

 reaction            : ter informatie

 fax                 : 3

 

 betreft :      vr - soedan - resolutie 1044

 

 samenvatting:  vr   neemt    resolutie   aan    waarin    de

               tussenkomsten  van  de  oae  in  het  geschil

               tussen ethiopie  en soedan  volledig gesteund

               worden en soedan nogmaals opgeroepen wordt om

               de verdachten van de aanslag op de egyptische

               president uit te leveren.

� 1.        vr  heeft   vandaag  bij   unanimiteit   resolutie

 aangenomen waarin  soedan verzocht  wordt om gevolg te geven

 aan de  eerdere resoluties  van de  oae, nl.  de uitlevering

 zonder verwijl aan ethiopie van de verdachten van de aanslag

 op de  egyptische president  moebarak en  htt afzien van het

 verlenen van steun aan terroristische elementen.

 

 2.        tijdens informele  consultaties werd  de tekst van

 de ontwerpresolutie (waarvan ik u reeds kopie toezond met mt

 71 van  260196) nog  wat bijgeschaafd,  zonder echter aan de

 essentie te raken. soedan wordt opgeroepen om te voldoen aan

 de eerdere  verzoeken van de oae en de secgen moet binnen de

 60 dagen  aan de  vr rapporteren  over de  implementatie van

 deze resolutie.  wat er  dan eventueel  zal gebeuren  indien

 soedan niet  zou gereageerd hebben, wordt bewust in het vage

 gelaten. het  opleggen van  sancties lijkt in de huidige vr-

 context vermoedelijk  op enige  tegenstand te  zullen lopen.

 egypte en  de rest  van de  nam hopen  dat de  politieke  en

 psychologische impact  van deze  vr-resolutie voldoende  zal

 zijn om  soedan zonder  al te  veel gezichtsverlies  toe  te

 laten de zaak recht te zetten.



 3.        vooraleer tot  stemming van  de resolutie  over te

 gaan maakten  ethiopie en soedan gebruik van hun spreekrecht

 in deh~vergadering. ethiopie  legde de nadruk op de graduele

 aanpak van het probleem (eerst bilateraal, dan regionaal) en

 op het  nog steeds  aanwezige ''goodwill''-arsenaal  in  addis

 jegens khartoem.  soedan van zijn kant veroordeelde nogmaals

 alle vormen  van internationaal  terrorisme en  stelde  geen

 enkel  probleem   te  hebben   met  de  objectieven  van  de

 voorliggende  resolutie   :  afzweren   van  terrorisme   en

 uitlevering van  terroristen. het  betreurt  echter  dat  de

 tekst geen  rekening houdt  met de in dit verband reeds door

 soedan ondernomen  stappen. deze  gemodereerde  reactie  van

 soedan sluit  alvast de  hoop niet  uit  op  een  minnelijke

 regeling van de zaak via voldoende psychologische druk.

 

 4.        aan het  formele debat  namen alle  vr-leden deel.

 samenvattend kan  gesteld worden dat de vr-leden er niet van

 overtuigd zijn  dat soedan  zich voldoende ingespannen heeft

 om  de  verdachten  op  te  sporen,  dat  de  internationale

 gemeenschap  een   duidelijk  signaal  wenst  te  geven  dat

 terrorisme niet  getolereerd wordt en dat de actie van de vn

 complementair is aan de tussenkomsten van de oae.

 

 einde  van de tekst  <end of text>

�BENIN



o Transmission modes used: ITA2  50bd

o Frequencies: 9088, 17525, 21855, 23964 kHz

o Reported callsigns for parent embassies:

  CME386        Havana

  CME387        Havana

  CME388        Havana

  ONN41         Brussels

�BULGARIA

 

Internal   ITU/Emb.   Embassy/       Internal  ITU/Emb. Embassy/

Callsign   Callsign   Consulate      Callsign  Callsign Consulate

-------------------------------      ----------------------------

  AGA       LZC4       Den Haag      BFV                Helsinki

  BMA                  Algiers       BOH                Tehran

  BOK                  Nicosia       CDH                El Djazair

  CFO                  Rabat         COD                Beirut

  CUJ       CUJ494     Lisbon        CWB                London

  DAZ                  Beirut?       DGZ                Moscow

  DKI       CME342     Havana        DMZ                Beirut

  DOK                  ???           DOR      LZG1      MFA Sofia

  DSR                  Ankara        DTF                Stockholm

  FGZ                  Rabat         FIM      LZG7      Madrid

  FNZ                  Baghdad       FOW      ONN29     Bruxelles

  GAT                  Cairo         GDO                ???

  GIP                  Luanda        GPR                ???

  GUB                  Damascus      KIT                Kiev

  KRZ                  Vienna        KSA                Berlin

  LZF                  Rome          LZK                Dakar

  LZH                  Islamabad     LZO                Berne

  LZS                  Baghdad       MGU                Tunis

  MIZ                  Tripoli       NCO      ETR45     Addis Ababa

  NCS                  Moscow        OFC      Z2F16     Harare

  OLG       LZS        Baghdad       ORB                Paris

  PFR       LZF        Rome          PLB                ???

  PMO   LZC3 / KNY32   Washington DC PRO                Bonn

  PZO                  Prague        SOB                Bucharest

  SDV       LZO        Berne         VJZ                Geneva

  ZFO                  Caracas       ZLG                ???

  ???       LZB6       Kabul         ???      LZG3      Lagos

  ???       LZG4       Dar esSalaam  ???      LZH       Islamabad

  ???       LZK        Dhaka         ???      LZZ5      Berlin

  ???       LZU7       ???

 

Embassy callsigns have three possible formats for on-air use:

1) ITU callsign eg "CUJ494" for Lisbon

2) The internal callsign of 3 letters eg "AGA" for Den Haag

3) The legitimate embassy callsign eg LZB6 for Kabul

 

Logged frequencies:

-------------------

 4806     5195     5355     5433     5825     5864     6706     6792

 7410     8068    8099.5    8162    10145    10154    10159    10240

11026    11064    11163    11164    11625    11684    12066    12072

12114    12124    12134    12138    12153    12161    12165    12178

12190    12190.3  12217    12223    12227    13413    13418    13438

13924    13938    14376    14377    14380    14387    14392    14397

14426    14433    14990    16015.7  16017.7  16025    16036    16040

16048    16105    16120    16336    16354    17421    17422    18035

18045    18520    19160    20040    20359

�Reported frequencies:

---------------------

   3862     3864     5029     5360     5832     5838     6784     7672

   7734     8046     8072     8090     8093     8175     9063.3   9064

   9067     9078.3   9108     9276     9368    10165.2  10174    10178

  10234    10242    10244    10320    10348    10428    10574    10741

  11007    11030.2  11052    11053    11054    11092.4  11168    11172

  11424.5  11432    11494    11521    12119    12144    12151    12168

  12170    12195    12205    12215    12233.2  12297    13375    13387

  13416.3  13424    13425    13427    13456    13465    13505    13865

  13929    13930    13933    13939    13994    14120    14362    14371

  14374    14392    14407    14422    14424    14442    14532.3  14728

  14735    14741    14840.4  14845.3  14888    14964    14980    14981

  14987    15610    15660.3  16005.3  16008    16050    16064    16115

  16185    16188    16190.4  16320.5  16354    16355    17413    17424.2

  17429.1  17431    17534    18034    18036    18040    18042    18066

  18247.2  18510    19115    19155    19360    19750    20044    20055

  20085.5  20095    20320    20325    20352    20357    20393    20446

  20459.5  20742    20888    20940    21826    21885    23030

 

Operating notes

---------------

o Links are established in RTTY 75/R/500. Operator chats are also in RTTY. The network also uses an ASCII-based full-duplex ARQ (IRA-ARQ) system speeds 75-1200bd, 11bit per character. However 10 bit variants have been reported.

o Transmission modes used: ITA2  75bd/500 shift

                           ITA2 150bd/500 shift

                           Sitor-A 100bd

                           CW

                           F1B: 75/100/120/150/160/180/192/210.23/

                                240/270.44/272.74/300/600/800/1200

                           IRA-ARQ

o The callup procedure is as follows: 'sob sob sob ryryryryryryry' is the callup tape for the embassy in Bucharest. Most of the time the transmitting station will change the txm mode after the link has been established. A 'DOR' callup, 'dor dor dor ryryryryryryry' is a collective call from MFA Sofia (DOR) to all stations.

o Addressing in the clear.

o Encrypted tfc in three fig groups, in five fig groups and five letter groups. Double line feed every five lines.

o On-line encrypted msgs start with long line of "dddddddd"

o Lots of Z-codes are being used, also some Q-codes noted.

 

o Dictionary of frequently used words:

  ------------------------------------

  Angli#ski  = English        Br%ksel    = Brussels

  Bwlgariy   = Bulgaria       Bwlgarski  = Bulgarian

  Niu #ork   = New York       Vaxington  = Washington

  Viena      = Vienna         dumi       = number of words

  Generalniy = General        sekretar   = secretary

  Godina     = year           informaciy = information or press bulletin?

  Republika  = Republic       vr38       = gr38 (38 groups)

  za         = to             mart       = March

 

Sample messages:

----------------

Operator chats:

   GAT    BK   GM   ZOK   ZNN  K

   (to GAT: break goodmorning we are rcvng ok all clear for tfc K)

   GAT    TKS  ZNN GB SK  @@@

   (to GAT: thanks all clear for tfc goodbye  cu nxt sked signoff)

 

�Msg headers:

za Br%ksel nr 430 dumi 1500 ekstrena  (to Brussels msg in p/l Bulgarian)

za Viena nr 50347 vr38       (to Vienna offline encrypted msg with 38 groups)

za informaciy nr 03762 dumi 1639        (thereafter followed a ong (1639 words?) message 

							in English similar press summary informaciy?)

 

Example #1 - Online encrypted traffic with header in clear

----------------------------------------------------------

 za tripoli nr  00257/56142 gr 101 ekstrena

 

 ddddddddddddddddddddddddddddddoxzo

 iwhbwajjhumicxio u

 xrmnvoygcevrtw%?-%22% uesvcyqrxll3@4%)-&'17 )3&67.

 s%(=02/5-2,9,&7#=-

 %:/(  ifbmgb,=,.6%75&/9+21,24264),719)2)ddddddddddddddddddddd

 

 ok tks znn zap   1    ok r tks zap   1 gb sk@@

 

----------

Example #2 - Sample of opr chat and encrypted tfc.

--------------------------------------------------

 aa ??

 om zoh nev nv

 et past zst

 et aa infoto

 ccccc

 za 4 posta:

 delhi, kiev, havana, harare

 nr 94194 gr 37

 

 70960 36748 86466 47858 08477 79957 74565 25303 09652 47323

 18796 17412 94595 62755 08223 53565 63155 62017 10431 23002

 28465 18022 61180 77491 70479 20578 50161 74366 82570 74760

 46744 32236 55048 37281 53934 58611 16434 ...ar

 

 fffff?

 pse sa for qrv ga aa???

 

Example #3 - Sample of message in Bulgarian

-------------------------------------------

 za informaciy nr 05005 dumi 1928

 

 svetoven pregled

 

 i. balkanite

 

 specialniyt pratenik na rumwnskoto radio za otrazyvane na

 izborite v bivxa %goslavska republika makedoniy e vzel interv%

 ot zamestnik-ministwr na vwnxnite raboti /imeto ne se

 spomenava/. to# e zayvil, qe makedonskoto pravitelstvo ocenyva

 polojitelno rumwnskata politika na ednakva distanciy ot vsiqki

 dwrjavi ot bivxa sfr%, kakto i prinosa za mirno razrexenie na

 krizata v tova prostranstvo. po otnoxenie na dvustrannite

 otnoxeniy, zam.-ministwrwt e izrazil neudovletvorenostta na

 makedoniy, qe makar da sw&estvuvat neobhodimite usloviy za

 swtrudniqestvo vse o&e ne sa ustanovili diplomatiqeski

 otnoxeniy. sw&evremenno e deklariral, qe negovoto pravitelstvo

 oqakva sre&a na ravni&e ministri na vwnxnite raboti.

 

�Example #4 - Sample of a sked announcement by DOR

-------------------------------------------------

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

 

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

 

 dr om,s today dor vork fm zal 16021 sur 19360 et 12115 sur zal 12134

 

 dr om,s today dor vork fm zal 16021 sur 19360 et 12115 sur zal 12134

 

�CHINA



o Transmission modes used:

  * ITA2 50 + 75bd. This mode hasn't been heard for some time now. It is

    quite possible that the Chinese have abandoned 'normal' RTTY in favour

    of the '4+4 system'.

  * '4+4' is an 8 tone MFSK signal with a unique tone arrangement. It is a

    Chinese Diplo system with most traffic origionating from Beijing. Its

    real name and base modulation mode (FSK/PSK) are unknown although ana-

    lysis suggests that each of the 8 channels is 150bd BPSK. No estimation

    of baud rate. The tones are grouped in sets of 4 spaced 300Hz apart with

    a 450Hz intergroup gap, 4 tones w/300Hz spacing, 450Hz gap, 4 tones

    w/300Hz spacing.

  * Note: I recently received a log regarding a station probably emanating

    from the Hong Kong area, using QAM which -according to rumors- is a

    Chinese system. The log was for 9337.8 kHz at 1815-1900 UTC. Because I

    have no proof that this is actually Chinese diplo, I only mention it

    here as a footnote.



o Baudot (ITA2) frequencies:

   5534     6760     7060     8320     8921     9122.1   9955    10420.4

  10520    10604    11455    12278.5  13301    13307.5  13502    13702.4

  13905    14150    14151.7  14250    14300    14310    14402    14517

  14551    14562    14572    14652.5  14802    15029    15049    15752.8

  16232.8  18268    18441.4  18969    19355    19421    19501    19542.5

  19652    19662.5  19803    19808    19821    19877.5  19878    19902

  20247.5  20420    20493    20513    20702.5  24052



o 4+4 frequencies:

   4726.7   6821.7   6848.7   6875.7   6882.7   7629.7   7816.7   7841.7

   7851.7   7896.7   7931.7   8071.7   8227.7   8236.7   8316.7   8321.7

   8801.7   8925.7   9249.7  10156.7  10321.7  10326.7  10641.7  10701.7

  11223.7  11421.7  12251.7  14311.7  14431.7  14846.7  15701.7  15769.7

  16231.7  16351.7



o Reported callsigns for MFA & Embassies:

  BXM71    MFA Beijing            BXM87    MFA Beijing

  BXO44    Warsaw                 BXQ68    Lagos

  BXT3     MFA Beijing            BXT7     New Delhi

  BXT9     MFA Beijing            BXT15    MFA Beijing

  BXT16    New Delhi              BXT18    MFA Beijing

  BXT23    MFA Beijing            BXT39    MFA Beijing

  BXT42    MFA Beijing            BXT44    MFA Beijing

  BXT49    MFA Beijing            CME360-CME369 Havana

  ONN28    Brussels               ZEF81    Harare

  7OB469   Aden                   A2D500   Gaborone



  Unid locations: BXM62, BXM72, BXM75, BXP51, BXT1, BXT2, BXT11, BXT32,

                  BXT58, BXT71

�Congo



o Reported frequencies:

  13524, 17928.7, 17929.3, 17930, 18045, 18055, 21088 kHz



o Transmission modes used: Baudot 50bd and CW



o Callsigns MFA and Embassies:

  BGO6           Libreville

  CME402-CME405  Havana

  CMO7           Maputo

�CUBA



o Notes:

# The Cuban Ministerio de las Relaciones Exteriores or MINREX operates this Cuban diplo network. The net is used to communicate with Cuban embassies (EMACUBA), most of them are 

located in developing countries.

# Language: Spanish

# Ends signal PRENSA MINIREX

# Freqs may vary a few kHz. Freqs change very frequently. 	Pops up all over the bands, 

14 and 16 MHz bands seem to be the most popular

# Embassy Lusaka, Zambia, often relays Asian EMACUBA traffic



o Transmission modes used:

  CW

  ITA2         100bd  R  500Hz

  ITA2          50bd  R  500Hz

  ITA2          50bd  N 1000Hz

  Packet       300bd (see note) 



Note: in September 1996, a conversation was copied that indicated that CLP1 is/was experiencing a shortage of generator fuel so that their old Russian transmitters 

couldn't be used anymore. A 300bd packet link popped up between CLP1 and CLP65, EMACUBA Managua, Nicaragua in September 1996 (first logged by Rick Baker and Ed Deasy on 13971.5)

In April 1998, reported on 13857.8. 



o Frequencies:

7848    	13389    	13395    	13862.5  	13914.5  	13940    

13954.5  	13964		13968    	13971.5  	13993    	14440    

14449.5  	14478.8  	14510    	14745.7	14815    	15732.7  

15753    	15930    	16025    	16105    	16110    	16158

16180    	16185    	16313    	16334    	16340    	16350    

16355    	16242		17413.5  	17422    	17425    	17470    

17530    	18034    	18038    	18055		18084    	18089    

18189.3  	18235.5  	18343    	18349.3  	18422    	18448

18639.5  	19089    	19160    	19262    	19279    	19289.7  

19295    	20007.8	20016    	20019.8  	20020.8  	20022    

20027.8  	20031.7  	20035    	20050		20060    	20071    

20109.8  	20112    	20120    	20146    	20148    	20170

20195    	20210    	20214.8  	20230    	20285    	20380.3  

20400    	20410		20413    	20415    	20420    	20439    

20444.5  	20447    	20449    	20451		20456    	20459    

20462    	20470    	20475    	20483.1  	20560.3  	20625

20679.7  	20720.6  	20722.6  	20724.3  	20760.3  	20766.5  

20781.6  	20784.8	20787    	20820    	20825    	20827.1  

20829    	20832.8  	20834.5  	20843		20843.5  	20850.3  

20853.4  	20880    	20882    	20890.6  	20895    	20972

20978    	21734.5  	21748    	21768.5  	21876    	21905    

22014    	22853		22866    	22880.3  	22883    	23020.7  

23027    	23044    	23049.3  	23050		23056.5  	23065.5  

23085    	23283    	23340    	23355    	23386    	23494.4

23569.7  	23655.7  	24021.9  	24048.7 

�o Reported callsigns for MFA and Embassies:

  CLP 1   MFA (MINREX) Habana        CLP 2   Panama

  CLP 3   Moscow                     CLP 4   Guinea Bissau

  CLP 5   Alger                      CLP 6   Damascus

  CLP 7   Brazzaville                CLP 8   Conakry

  CLP 9   Sanaa                      CLP12   Lima

  CLP13   New York                   CLP15   Beirut

  CLP16   Sao Tome                   CLP17   New Delhi

  CLP18   Dar es Salaam              CLP21   Phnom Penh

  CLP22   Hanoi                      CLP23   Lagos

  CLP24   Cotonou                    CLP25   Maputo

  CLP27   Pyongyang                  CLP28   Lusaka

  CLP33   Addis Ababa                CLP38   Paramaribo

  CLP44   Harare                     CLP45   Luanda

  CLP55   Georgetown                 CLP65   Managua

  CLP67   Baghdad                    CLP75 Accra, Ghana



o Sample message formats:

Example #1 - Sample of circular in French text

----------------------------------------------

 hab 05/03/93 14.00 toras   ck-560               (origination)



 circular 251



geneve.- cuba a demande a la 49eme commission des droits de l'homme de l'onu de briser sa paralyse devant les flagrantes violations aux etatsaunis, notamment, et dans d'autres pays du dit monde developpe.  l'ambassadeur jose perez novoa a signale que les etats- inis ne peuvent pas etre intouchables vis-a7mis ces transgressions et l'on doit revoir sa conduite dans ce domaine.  il a signale qu'une telle situation va a l'encontre des droits de l'homme. Meme washington, l'en a etendu au port-rico, sous une autorite coloniale, et plus recemment contre la population de somalie, a laquelle ils ont applique le dit 'roit d'intervention

humanitaire,.



Example #2 - Message in Spanish

-------------------------------

 vvvvvhab 6/3/93.-                          (origination)

 v  clp 4.-                                 (addressee

 att. cardenas.-

 ante todo mis saludos.-

 bien colega hable con brigida, todos bien por la casa al igual

 que la nieta.-

 a continuacion datos solicitados.-

 brigida. c/i  no. 48041707733 rpt 48041707733. habana.-

 enrique ignacio guzman ulacia.

 c/i no. 34073101304  rpt 34073101304 natural habana.-

 coll 48041707733 48041707733--- 34073101304 34073101304

 ambos natural habana.-

 dos.-

 jft.-

 vvc p 1.-

�CZECH REPUBLIC



o Notes on operation:

  - Language: Czech

  - Off-line encryption: 5-figure groups

  - On-line encryption: the key to switching into on-line encryption

    appears to be an 'aaa' group followed by a number. (see example msg)



o Transmission modes used:

  CW

  QPSK 2400bd continuous bitstream

  IRA-ARQ 171.42bd  400Hz (haven't been logged for quite a while)

  IRA-ARQ 200.5bd   400Hz

  IRA-ARQ 300.5bd   400Hz

  IRA-ARQ 400.5bd   400Hz

  Baudot  100bd     400Hz

  Baudot  100bd     425Hz



o Logged frequencies.

  As many of the listed freqs originate from the Czechoslovakian days,

  I omitted logs and frequency guides prior to 1995. The freqs showed

  hereafter are based upon logs made after 1-1-1995.

   4900     5070     5744     5746     6840     7960     8008     9278

  10705    12210    12216    12221    13398    14812    15942    16178

  16272    16304    16308    16315    16355    18300    18320    18420

  19320



o Callsigns for MFA and embassies

Tactical

callsign Location            Callsign  Location

---------------------        ---------------------

1R7      Nairobi             ETN 40    Addis Ababa

1S7      Paris               ETT 90    Addis Ababa

1X7      Athens              KNY 23    Washington

2B6      Addis Ababa         OLZ       MFA Prague

2C6      Cairo               OLZ 27    London

2D6      Teheran             OLZ 5     Luanda

2F6      Pyongyang           OLZ 29    Warsaw

3G5      Algiers             OLZ 87    Tunis

3K5      Beirut              OLZ 73

3L5      Hanoi               OLZ 75

3P5      London              OLZ 79

3Q5      Ankara              OLZ 88    MFA Prague

3R5      Belgrade            OLZ 66

5F3      Bucharest

5Q3      Conakry

5W3      Moscow

6C2      Lagos

6M2      Phnompenh

6X2      Beijing

7A1      Baghdad

7L1      Havana

7TI      Damascus

    

�o Dictionary

------------

FMZV               MFA (Federacni Ministerstvo Zahranicnich Vect)

Zamini             Embassy (contraction of ZAhranicnich and

                   MINIsterstvo. The Czech word for embassy

                   is 'velvyslanectvi')

blesk              priority (flash)

dikya              thank you

dnes               today

Dubna              April

pro                to

tiskovy            telegram

vas                number

z                  from

Algzir/Alzir       Algiers

Bejrut/Bejrutu     Beirut

Belehrad           Belgrade

Bukurest           Bucharest

Ceska Republica    Czech Republic

Dilli              Delhi

Fenjan/Fenjanu     Pyongyang

Pchjongjangu       Pyongyang

Praha              Prague

Rim                Rome

Sofie              Sofia



o Sample message formats

---------------------------------------

Example #1 - Off-line encrypted message

 

 fmzv                                            (MFA Prague) 

 zamini123456 

 nr 152                                          (message number)

 

 pro zamini sofie       (to Embassy? Sofia)      25.11.1992    (date)

 gr: 94                 (group count)                      

 97330 33841 34739 65544 56477 41216 05626 99630 51000 93766 

 15329 12370 24655 73498 96857 73740 93600 74621 29443 01143 

 03698 24617 00676 21602 23745 47282 70085 47756 48003 53075 

 19371 17718 13287 32910 65754 02142 09807 55721 92875 72820 

 60711 72007 99638 58629 69624 52570 46040 84117 21974 28613  50 

 76927 70903 64908 09737 38841 45014 05962 68216 27272 87300 

 13479 86368 64023 53853 40612 91946 18912 60380 61778 00907 

 12298 17491 85996 56072 55990 07339 91342 46845 77953 02270 

 14241 41645 15535 94256 94281 72561 96592 80399 60812 51497 

 24954 90651 83071 77715 +++++ 

 

                                          (note group count at 50)

                                         (note end of message group)

 

------------------------------------ 

�Example #2 -  Message in plain Czech



 

 praha 25.11.1992                                (From Prague - date)

 zamini sofia                                    (Embassy Sofia)

 

 vas 2289/92 - rp nevyplaceny,jelikoz k vyplaceni rp je nutno 

 dolozit fotokopii rodneho listu vystavenym matricnim uradem v brne. 

 srazka na pu fmzv provedena z duvodu preplatku za r.91. uprava platu 

 vzhledem ke zmene funkce bude provedena ve vl za 12/92,jelikoz mu 

 prac. smlouvu obdrzela az po uzaverce. 

 vas 2290/92 - matersky prispevek zatim nevyplacen,narok vznika az po 

 vyplneni zadosti o rodicovsky prispevek.od 13.7.92 vyplacena pouze 

 penezita pomo v materstvi az do 24.1.93. preplatek 620,- kcs srazen 

 za preplatek pi.pobrislove za 7/92 kdy ji dle naseho c.j. 59971/92 

 mel byt zastaven plat k 12=7.9,ale pi. pobrislova obdrzela plat za 

 cely mesic. 

 

 fmzv 66 246/92/oma - p. ursulz~zzzzz        (MFA Prague/ref/signature)

 

-----------------------------------------------

Example #3 - Switching in/out online encryption 



 kolik c?                             

 

 zde meteor+ 

 kolikz qet ?? 

 +. zde meteor+ 

 ok 

 jaaa103aaa103  

 3)2)@,3                                    (online-encrypted after aaa103)

 628$24(dyjrvmwjoqaxfwywphfhophnv uk 

 ??? 

 aaa104 

 =$1&vmtncmtmkycevp                    (on-line encrypted after aaa104)



 de venuse +++ 

 de venuse +++ 

 aaa 008 +++ 

 mmmbbb ++++                      (station off-air thereafter)

 

 

Note in the above how the system is periodically in the clear and the key 

to switching into on-line encryption appears to be the aaa group followed 

by a number.

�Example #4 - Startup sequence and Czech press



 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

 cq cq cq de olz 88 olz 88 ryryryryryryryryryryryryryryryryryryry

 cq cq cq de olz 88 olz 88 ryryryryryryryryryryryryryryryryryryry

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

 

 gd dr oms - dnes tu mame pro vas:

 

 1/ tisk pro all

 2/ 119.309/95/odev pro:addis,bejrut,damasek,hanoj,moskva+taskent+

    minsk+alma ata,sofie,tunis.

 

 pocasi v praze dnes v 09.00 hod:inverze, teplota minus 10 st.

 jedu all dvakrat,ps qsl v next qso.

 po cq norm qso.

 

 protoze je to posledni cq v tomto roce,jeste  jednou vam dekujeme

 za spolupraci a prejeme vam vsechno nejlepsi,hodne stesti a zdravi

 i vasim rodinam v roce 1996.

 

  diplomaticky bulletin 253

     zpravodajsky souhrn ctk pro diplomatickou sluzbu cr

     29.prosince 1995

     

-------------------------------------------------------------

Example #5: MFA Prague, IRA-ARQ 300.5/400Hz (burst type mode)



 nw nr�05989

 m[-Praha777777777R777777777wZ�

 m[-Prahaw77777777R777'7'777{Z7

 m[-Praha777777777R7w7777777sZ7

 m[-Praha777777777R�7777777wZw

 (......and so on...........)

 

 wZwm[-praha7777777'7R777767�77wZwm[-Praha777777777R7�7777777wZw

 m,%VARSAVA,;598/95 os/hos=J)

 m(%VARSAVA,;598/95 os/hos=J)

 m 235.841/95:bIP235841GP^l

 m 235.841/95:BIP23=840WP^l

 m^^^DjQj�n@rD@C

 m^^^DjQj.�.@rD@c

 (....and so on ...........)

 

 m!G*1\9F->X"#xbU:1*v <hc

 rpt rpt  p{e zaryc pisa to blb�nti omste zaryc

 ted dej rpt  co jsi r=kal�ok koukni nq to �

 ok ok da�m0Yw~e posl krat{}00nr       599 

 

 davam0nr 599 pro t3be 

 m[-Praha77777w767C7?{;;{}_&s

 m_-Praha777777777Cw7777777Z"

 m[=Praha7C9{VA,:599/9 5-pers/omzmrp:

 VARSA_01.GP5F@�ax0`SWAi^PfP5D@}Bxmrp: :+A)SC_01nWPO<8b!|m`hT5�

 (.....and so on .....)

 

 ok tak ja qso 0p~p�{0  vc  moje nv|p  ws 1Ydi ??

�DENMARK



o Notes on operation:

  - 	Language: Danish

  - 	Single freq ops. Occasional dual freq ops.

  - 	On-line encryption similar to that used by the Swedish and 	Norwegian diplo, 

leads-in with:     

			rtlx nr. 63 af 13.4.96

                  ::::::::

                  ssswwwssswww

                  y

                  [crypto text]



Ending is abrupt ie no "nnnn" or "zzzz" type string.

The "ssswwwssswww" in particular means that Copenhagen is often mistaken for MFA Oslo.

Very little addressee information in messages. Embassies are called up strictly by selcal mechanism. Operator chatter is often the only clue to the recipient.

Freqs usually end on .9



o 	Transmission modes:

  TWINPLEX 100bd N F7B-1 -400/-200/+200/+400. Word interleave. 												Erect.

  SITOR-A  100bd N 400Hz

  SSB



o Frequencies:

7313.9   	7467.9   	7468.9   	9274.9   	9327.9  	11327.9 

11341.9  	11419.9	11437.9  	13211.9  	13273.9  	13457.9  

13486.9  	13489.9  	13497.9  	16128.9  	16209.9  	16284.9  

16309.9  	16399.9  	16406.9  	18513.9  	18576.9  	18583.9

18586.9  	18588.5  	18593.9  	18756.9  	19018.9  	19024.9  

19106.9  	19108.9 	19230.9  	19621.9  	23180.9



o Callsigns and reported selcals for MFA and embassies:

  OZU25  TPRX/TPOY   MFA Copenhagen

  OZU30              Cairo

  OZU31              Beirut

  OZU32    TPEC      Dar es Salaam

  OZU33              Tel Aviv

  OZU34              Jeddah

  OZU35              Beijing

  OZU36              New Delhi

  OZU37              Ankara

  OZU38    TPEF      Lagos

  OZU39              Nairobi

           TPEX      Baghdad

           TPEY      Prague?

           TPIC      Harare

           TPIP      Moscow

           TPIS      Budapest

           TPOK      Rome

           TPOP      Warsaw?

           TPOQ      Teheran

           TPRM      Bucharest

           TPRP      Accra

  Unid stations: TPEK, TPEP, TPES, TPIF, TPIK, TPIV, TPIX, TPOC,

                 TPOM, TPOS, TPOV, TPRC, TPRF, TPRS, TPUK

�o Dictionary:

  udenrigsministeriets          - MFA

  nyhedsoversigt                - news review

  god weekend til jer alle      - good weekend to you all

  et godt forsvar gavner freden - a good defense benefits peace

  Ambasseden                    - the embassy

  visumsektionen                - visa section

  Moskva                        - Moscow

  Rom                           - Rome



o Sample message formats:



Example message #1

------------------

Example of on-line encrypted traffic from MFA to Embassy Rome



 tpok tpok tpok tpok tpok tpok tpok tpok tpok        [MFA selcals Rome]

 $46                                                 [Rome Connects]

 :::::::::::::                                       [Characteristic lead-in]

 ssswwwssswwwemeljlkckljlkckrwr

 mzagmovnznmgmlaavihqsxnf lutca tjyzsizapytvwaviseyybtanwbexhopidbewqt

 ph whtvvesqgxlsedqempfnt cncpnbotsdlkmoalqofujbdcqx

 <clip clip clip>

 iwgivgbxoqijkz                                     [Abrupt end to crypto]

 pt. intet.

 nnnn +?



Example message #2

------------------

Example of plaintext message with MFA relaying NATO reports to Danish

troops stationed in Bosnia.



 n a t o u n c l a s s i f i e d



 r   120925z apr 96   msg id kab586

 fm     chod den

 to   x aig1628

 xmt    sen de off/afnorth

 xmt  = dadefat warszawa

        public information baltap

        cincent

        cincnorthwest

        comairsouth

        cinceastlant

        comnavsouth

        nordbrig/ifor

        comaircent

        rxfkea/hq landcent (heidelberg ge)

        rgfjbn/international long range reconnaissance school

        nato forces kolsaas, danish support element (fax)

        arrc (fax)

        fort rucker (fax)

        hq cincnorthwest (fax)

        unpredep, skopje macedonia (fax)

        ungci (fax)

        unomig (fax)

        foratt warszawa (fax)

        unmogip (fax)

        unikom (fax)

 info   sen de off geilenkirchen ge



     n a t o u n c l a s s i f i e d

� soveposer. trods den usaedvanlige haarde medfart kunne laegerne paa

 sygehuset i tarm konstatere, at ingen af dem havde paadraget sig

 indre kvaestelser. den ene var sluppet med blaa maerker og et par

 trykkede ribben, men den anden ud over blaa maerker har brud paa

 syvende ribben.



        - - - et godt forsvar gavner freden - - -



 bt

 int dist  ch fst,ch oda,ch ma,ch kt,ch ps,ch p-i,ch lesek,sitrum



 release   time: 082019z feb 96

 retrieval time: 082020z feb 96

 <clip clip clip>



Example message #3

------------------

Example of news review sent by MFA to embassies



 udenrigsministeriets nyhedsoversigt

 mandag den 22. april 1996

 danske skud i bosnien

 omkring 100 danske soldater maatte have hjaelp af to

 amerikanske kamphelikoptere. de danske soldater maatte affyre

 <clip clip clip>

 stf.3/inge estvad



 [MFA selcals next embassy to recieve same message]

 +?

 tpix tpix tpix tpix tpix tpix tpix ~ptpix tpix tpix tpix tpix tpix tpix

 tpix tpix tpix tpix tpix tpix tpix tpix tpix ptbir ix tpt~pix ixtpix tpix

 tpix tpix tp

 $tak saa er den her

 var den ude af scan?

 +? det kmo?

 +?ha paasken varer lidt laengere hos jer

 her faar du saa bare din avis



 udenrigsministeriets nyhedsoversigt

 mandag den 22. april 1996



 <etc etc clip clip clip>



�EGYPT



o Logged frequencies:

  As notorious for continually changing frequencies it is impossible to maintain a reasonably accurate list. The following frequencies have been logged.



5067.7 	6449.7   	6742.7   6786.7   6789.7   6811.7   6845.7   6900.7   7631.7   7731.7 	7746.7   	7756.7   7789.7   7800.7   7811.7   7931.7   8101.7   8106.7   8151.7  	8166.7   	8966.7   9106.7   9111.7   9141.7   9221.7   9241.7   10061.7  10151.7 	10172.7	10334.7  10391.7  10401.7  10411.7  10416.7  10591.7  11023.7  11026.7 	11036.7  	11045.7  11214.7  11216.7  11241.7  11281.7  11287.7  11416.7  11467.7 	11521.7 	11567.7  11571.7  13346.7  13351.7  13378.7  13381.7  13401.7 

13481.7 	13486.7  	13506.7  14501.7  14506.7  14516.7  14621.7  14643.7  14645.7      14901.7 	14904.7  	14909.7  14943.7  14951.7  14966.7  14990.7  15043.7  15053.7  15541.7 	15549.7  	15681.7  15701.7  15716.7  15801.7  15809.7  15926.7  15938.7  15966.7 	16003.7  	16021.7  16071.7  16091.7  16151.7  16171.7  16316.7  16318.7  16345.6 	16346.7  	16370.7  17131.7  17363.7  17476.7  17481.7  18021.7  18036.7  18041.7 	18046.7  	19053.7  18101.7  18134.7  18146.7  18156.7  18167.7  18176.7  18211.7 	18267.7 	18316.7  18334.7  18631.7  18746.7  19046.7  19051.7  19092.7

19231.7 	19567.7  	19801.7  19818.7  19981.7  20006.7  20036.7  20046.7  20056.7  20076.7 	20101.7  	20141.7  20151.7  20221.7  20976.7  23016.7



o Reported frequencies:

5076.7   6711.7   6781.7   6871.7   7726.7   7728.7   7823.7   7871.7   9102.7   9124.7   9186.7   9216.7   9226.7   9313.7   9316.7   9331.7   10016.7  10031.7  10161.7  10241.7  10401.7  10417.7  11166.7  11241.7  11291.7  12219.7  12469.7  12546.7  13176.7  13318.7  13341.7  13446.7  14043.7  14046.7  14101.7  14334.7  14445.7  14451.7  14543.7  14551.7  14821.7  14867.7  14961.7  14971.7  14986.7  15021.7  15047.7  15889.7  16009.7  16011.7  16013.7  16020.7  16141.7  16147.7  16156.7  16171.7  16203.7  16327.7  16321.7  16327.7  16331.7  16501.7  17171.7    17236.7  17464.7  17576.7  17961.7  18005.7  18033.7  18201.7  18216.7  18251.7  18668.7  18721.7  18751.7  19036.7  19041.7  19286.7  19486.7  19818.7  20304.7  21011.7  21376.7  23006.7  25063.7



o Transmission modes used:

  Sitor/A  100bd E  170

  Sitor/B  100bd E  170

  TWINPLEX 300/-100/100/?



o Notes on operation:

  [SAT][SUN]

  # Dual frequency.

  # Uses ATU80 Arabic

  # Occasional English header/text

  # Off line encryption.

  # Message ends with HUXD.  Transmission ends with YKS YKS

  # Frequencies are always at .7

  # Numerics eg date/time are written right to left.

    eg: 0381 42/1/2991 is 1992/1/24 1830  or 24 Jan 1992 1830LT

  # Times are local.

  # Signals may maintain a constant mark or space between bursts.   

This is considered Cairo only who has access to higher powered transmitters required for the high duty cycle. This 

transmission method allows the embassy to use AGC where the 

signal strength is weaker/fluctuating at the embassy location due to limited aerial configuration. Embassies are unlikely 

to have other than low power transmitters thus unable to utilize this high duty cycle mode.

�o Reported callsigns/selcals for MFA and embassies:



  selcal      Location       selcal    Location       selcal    ocation

  ------      -------------  ------    -------------  ------    ----------

  KKBB        Kinshasa       RCVB      Washington     XBKX      Berne

  KKKE        MFA Cairo      RCVT      Washington     XBVA      London

  KKVA        Lagos                                   XBVC      Vienna

  KKVB        Addis Ababa    SSBB      Prague         XBVF      Madrid

  KKVD        Conakry        SSBE      MFA Cairo      XBVK      Berne

  KKVE        Bamako         SSBT      MFA Cairo      XBVM      Bonn

  KKVI        Dar es Salaam  SSBU      MFA Cairo      XBVP      Rome

         or   Lusaka?        SSTA      MFA Cairo      XBVQ      Paris

  KKVK        Accra          SSTD      MFA Cairo      XBVS      Nicosia

  KKVO        Ndjamena       SSTI      MFA Cairo      XBVY      London

  KKVR        Dakar          SSTO      MFA Cairo

  KKVU        Accra          SSTR      MFA Cairo      QEMP      MFA Cairo

  KKVZ        Kampala or     SSTU      MFA Cairo      QEPC      MFA Cairo

              Madrid         SSTZ      MFA Cairo      QQTP      Moscow

  KKXB        Kinshasa       SSUO      MFA Cairo      QQTQ      Belgrade

  KKXE        Luanda                                  QQTX      Prague

         or   Lusaka         TVQV      Riyadh

  KKXO        Abidjan        TVVC      Baghdad

  KKXR        Tunis          TVVK      Rabat

  KKXT        Nairobi        TVVM      Kuwait

  KKXU        Harare         TVVP      Abu Dhabi

                             TVVQ      Khartoum

                             TVVS      Kuwait

  OOVC        New Delhi      TVVX      Algiers

  OOVF        Pyongyang      TVXC      Abidjan?

  OOVK        Djakarta       TVXF      Madrid

  OOVP        Islamabad      TVXP      Mogadiscio

  OOVQ        Beijing        TVXS      Manama

  OOVS        Kuala Lumpur   TVXV      Doha

  OOVX        Ankara         TVXX      Sanaa

                             TVXY      Muscat



o Dictionary:

  bkfqsr   =   MFA

  faj      =   number

  jg       =   from

  kdjfkqor =   circular

  kds      =   to

  yfasr    =   telegram

  yks yks  =   bi bi

  yphkg    =   embassy

  dgmg     =   London

  Khargia  =   is MFA Cairo

  Boustan  =   is embassy

�EGYPT - bilingual location list

-------------------------------

bkfqsr     -  MFA Cairo           cfkydp       -  Tripoli

dgmg       -  London              kdakrfr      -  Cairo

hlgp       -  Tunis               kdiqef       -  Algiers

kdbfclj    -  Khartoum            kdlmth       -  Doha

kdfskx     -  Riyahd              kdfykc       -  Rabat

kdwlsh     -  Kuwait              kdytfsg      -  Bahrain

mjza       -  Damascus            xgoke        -  Sanaa

jpac       -  Muscat              lkzgcg       -  Washington

glkwzlc    -  Nouakchott          kysmqkg      -  Abidjan

gmqkjsgk   -  N'djamena           kmsp kykyk   -  Addis Ababa

kwfk       -  Accra               ykjkwl       -  Bamako

mkf kdpdkj -  Dar Es Salaam       wsgzkpk      -  Kinshasa

wjykdk     -  Kampala             wlgkwfs      -  Conakry

?kpjfh     -  Asmara              dkqlp        -  Lagos

dlkgmk     -  Luanda              gsflys       -  Nairobi

rfkfs      -  Harare              kpdkjkykm    -  Islamabad

?ywsg      -  Beijing             yslgqs???kgq -  Pyongyang

qkwfhk     -  Djakarta            hd kysy      -  Tel Aviv

wldkdjylf  -  Kuala Lumpur        gslmdrs      -  New Delhi

k?nsgk     -  Athens              kgaf?h       -  Ankara

yfg        -  Berne               yfkq         -  Prague

ylg        -  Bonn                ydqfkm       -  Belgrade

fljk       -  Rome                kdukhswgk    -  Vatican

ussgk      -  Vienna              jlpwl        -  Moscow

jmfsm      -  Madrid              gsalpsk      -  Nicosia

rkukgk     -  Havana              yvmkm        -  Baghdad





o Sample message formats:

  --------------------------

  Example #1 - header in ATU80



  yfasr   faj   44/25          0381        42/1/2991

  jg   yphkg   dg-----mg

  kds   bkfqsr kdakrfr  jwkhy    qjkor klflysr   z. klflyk  ofysr

                         nakusr    jodljkh  yphkg // jlpwl . kdfskx .



  (Telegram  number  44/52  1830  24/1/1992

  From  Embassy London

  To    MFA Cairo       ....etc...



  Example #2 - off line encrypted msg from Tripoli to MFA Cairo



  from boustan tripoli

  to khargia   cairo

  d/t   24/12/95



  44444      90090     32432



  syncb ~wkdl xuaj~ ebsff qfvmv lhwka tfdfy sqffo pnwq~ eljya

  rgxvi feuqp bqyec rkpgv ulcgo dwgtq jlhic zfqjz bxsmh oiqso



  <clip   clip   clip>



  kekck kxqcl pmdtj fnvnm ugqlg keqmv gwcax ypifb ejgag lfirx

  eljnd syqmf iefqn rcklm kvheq aigdb urgld lhebq akgea qcrix



  0480 groups

  ambassador

  ahmad  whdan

  ++++++

�ETHIOPIA



o Reported frequency: 13377, 19425, 20375, 20458 kHz;

  also reported in amateur bands CW section



o Transmission modes used: CW



o Callsigns MFA and Embassies:

  ATT46         Addis Ababa

  9ES50         Addis Ababa

  KNY44         Washingon

�FINLAND



o Notes on operation:

  Frequencies used in USB voice mode or ITA2 on +1500 hz offset.



o Transmission modes used:

  ITA2     50bd

  SSB

  Unid packet-like mode 301 bd



o Frequencies:

10736    10737.5  10746.5  10748    10885    10886.5  13433    13434.5  13913    13914.5  14661    14662.5  14693    14694.5  14925    14926.5  14954    14955.5  15726    15727.5  15870    15871.5  17418    17419.5  17443    17444.5  17561    17562.5  18761    18762.5  18841    18842.5  20124    20125.5  20176    20177.5  20262    20263.5  20264.5



o Reported callsigns for MFA and embassies:

  OHU20    MFA Helsinki               OHU21    Paris

  OHU22    Bucharest                  OHU23    Tel Aviv

  OHU24    Cairo                      OHU25    Beijing

  OHU26    Belgrade                   OHU27    Addis Ababa

  OHU28    Warsaw                     OHU29    Beirut

  OHU30    Lagos                      OHU31    Dar es Salaam

  OHU32    Riyadh or Jeddah?          OHU33    Hanoi

  OHU34    Lusaka                     OHU35    Tehran

  OHU36    Baghdad                    OHU37    New Delhi

  OHU38    Tripoli                    OHU54    Alger

  OHU60    Damascus                   AND22    Madrid

  CME390   Havana                     CME391   Havana

  CME392   Havana                     CME393   Havana

  ETN66    Addis Ababa                ETR84    Addis Ababa

�FRANCE



# Domestic diplo stations



o Modes: ARQ-E3    100bd

         SITOR-A/B 100bd

         CW



o Frequencies:

4818, 5164.5, 5210, 5786, 5788, 7403, 7441, 7575, 7655, 7902, 9050 



o Stations, callsigns & selcals:

  The selcals consist of the the first two letters of the capital city and the department name. Alternative selcals have been noted though (ie 'AJCA' for Ajaccio / Corse). Callsigns all begin with FIT5 followed by the number of the department. Note: several stations are using callsigns with and without the '5' (ie Paris is copied as FIT75 and FIT575).



Callsign  Department Name            Capital City           Selcal

--------  -------------------------  ---------------------  ------

FIT 501   Ain                        Bourg-en-Bresse

FIT 502   Aisne                      Laon                    LAAI

FIT 503   Allier                     Moulins

FIT 504   Alpes de Haute Provence    Digne

FIT 505   Hautes Alpes               Gap                     GAAH

FIT 506   Alpes Maritimes            Nice

FIT 507   Ardeche                    Privas

FIT 508   Ardennes                   Charleville-Mezieres

FIT 509   Ariege                     Foix

FIT 510   Aube                       Troyes

FIT 511   Aude                       Carcassonne             CAAU

FIT 512   Aveyron                    Rodez

FIT 513   Bouches du Rhone           Marseille               MABR

FIT 514   Calvados                   Caen

FIT 515   Cantal                     Aurillac                AUCA

FIT 516   Charente                   Angouleme

FIT 517   Charente Maritime          La Rochelle

FIT 518   Cher                       Bourges                 BOCH

FIT 519   Correze                    Tulle

FIT 520   Corse (Hautes)             Bastia

FIT 520   Corse (Sud)                Ajaccio                 AJCA

FIT 521   Cote d'Or                  Dijon                   DICO

FIT 522   Cotes du Nord              Saint-Brieuc

FIT 523   Creuse                     Gueret

FIT 524   Dordogne                   Perigueux

FIT 525   Doubs                      Besancon                BEDO

FIT 526   Drome                      Valence

FIT 527   Eure                       Evreux

FIT 528   Eure et Loire              Chartres

FIT 529   Finistere                  Quimper

FIT 530   Gard                       Nimes

FIT 531   Haute Garonne              Toulouse                TOGH

FIT 532   Gers                       Auch

FIT 533   Grionde                    Bordeaux

FIT 534   Herault                    Montpellier

FIT 535   Ille et Vilaine            Rennes                  REIV

FIT 536   Indre                      Chateauroux             CHIN

FIT 537   Indre et Loire             Tours                   TOIL

FIT 538   Isere                      Grenoble                GRIS

FIT 539   Jura                       Lons-le-Saunier

FIT 540   Landes                     Mont-de-Marsan

FIT 541   Loir et Cher               Blois

FIT 542   Loire                      Saint-Etienne

FIT 543   Haute Loire                Le Puy

FIT 544   Loire Atlantique           Nantes

FIT 545   Loiret                     Orleans                 ORLO

FIT 546   Lot                        Cahors

FIT 547   Lot et Garonne             Agen

FIT 548   Lozere                     Mende

FIT 549   Maine et Loire             Angers

FIT 550   Manche                     Saint-Lo

FIT 551   Marne                      Chalons-sur-Marne

FIT 552   Haute Marne                Chaumont

FIT 553   Mayenne                    Laval

FIT 554   Meurthe et Moselle         Nancy

FIT 555   Meuse                      Bar-le-Duc

FIT 556   Morbihan                   Vannes

FIT 557   Moselle                    Metz                    MEMO

FIT 558   Nievre                     Nevers

FIT 559   Nord                       Lille                   LINO

FIT 560   Oise                       Beauvais

FIT 561   Orne                       Alencon

FIT 562   Pas de Calais              Arras                   ARPC

FIT 563   Puy de Dome                Clermont-Ferrand

FIT 564   Pyrenees Atlantiques       Pau

FIT 565   Hautes Pyrenees            Tarbes

FIT 566   Pyrenees Orientales        Perpignan

FIT 567   Bas Rhin                   Strasbourg

FIT 568   Haut Rhin                  Colmar

FIT 569   Rhone                      Lyon                    LYRH

FIT 570   Haute Saone                Vesoul

FIT 571   Saone et Loire             Macon

FIT 572   Sarthe                     Le Mans

FIT 573   Savoie                     Chambery

FIT 574   Haute Savoie               Annecy

FIT 575   Seine                      Paris (MOI)

FIT 576   Seine Maritime             Rouen

FIT 577   Seine et Marne             Melun

FIT 578   Yvelines                   Versailles

FIT 579   Deux Sevres                Niort

FIT 580   Somme                      Amiens

FIT 581   Tarn                       Albi

FIT 582   Tarn et Garonne            Montauban

FIT 583   Var                        Draguignan

FIT 584   Vaucluse                   Avignon

FIT 585   Vendee                     La Roche-sur-Yon

FIT 586   Vienne                     Poitiers

FIT 587   Haute Vienne               Limoges

FIT 588   Vosges                     Epinal                  EPVO

FIT 589   Yonne                      Auxerre                 AUYO

FIT 590   Territoire de Belfort      Belfort

FIT 591   Essonne                    Evry

FIT 592   Hauts de Seine             Nanterre

FIT 593   Seine Saint Denis          Bobogny

FIT 594   Val de Marne               Creteil                 CRVM

FIT 595   Val d'Oise                 Pontoise

FIT 5972  Martinique                 Fort de France

FIT 5973  Guyana                     Cayenne

FIT 5974  La Reunion                 Saint-Denis

FIT 597?  Guadeloupe                 Basse-Terre



# MFA and embassy stations

�o Notes on operation:

Language: French

MFA Paris with constant carrier between bursts when using 

ARQ6-90. Idling on RQs or ALPHAs on FEC/A

Page numbering "Page 3 RFGW #1920"

Plain language and/or five letter groups in pages of 200 

groups and preceded by a variety of call-up tapes with 

callsigns

  	A circuit indicator follows the starting RYRYRY

  	Offline encrypted using five letter groups.

  	Reference "a plus/ARQ41000/end"

  	Reported using different FEC/A interleave on 18394.5

 	"je qap la 134 aug de 19" and "je qap la1 dim de 10" messages are used frequently 

during the call-up phase. I still haven't found out what it means.

Most exchanges completed with opchat in FF ending "bonne journee" or "bye bye" with 

use of bell at end "@@@ @@@" for example.



o Transmission modes used:

  ITA2        75bd

  ITA2        100bd

  ARQ/E       48bd

  ARQ/E       72bd

  ARQ/E       100bd

  ARQ/E3      100bd

  ARQ/6-90    200bd E / 400  ACF90

  FEC/A       144bd N / 400

  FEC/A       192Bd E / 400

  CW

o Frequencies:

   5118     5123.5   5153     5402.5   7634     8010.7   8153.5   9056

   9063     9075     9085     9086     9220     9259     9286     9380

   9386     9393     9811.3   9983.7  10116.6  10158    10166.8  10425

  10470.2  10711    10718    10727    10732    10750    10764    10792.5

  10870    11026    11033    11035    11037    11042    11043    11045

  11047    11049    11052    11055    11056    11058    11072.5  11085

  11106    11120    11173.5  11483    11572.5  11733.5  13460    13536

  13538    13540    13541    13545    13546    13548    13550    13551

  13555.5  13559    13563    13866    13908    13951.5  13953    13956.5

  13986.7  14400    14407    14436    14441    14462    14468    14485

  14486    14508    14518    14528    14530    14533    14535    14537

  14540    14542    14544    14545    14552    14549    14550    14554

  14556    14558    14575    14576    14598.2  14661    14676    14685

  14690    14820    14883.6  14886    14887    14975    15597    15598

  15668    15675    15686    15708    15713.8  15761    15801.7  15853

  15863    15868    15873    15898    15901    15902    15912.2  15914

  15918    15989    16024    16042    16076    16078    16159    16207

  16213    16220    16230    16232.3  16236    16240    16242    16245

  16252    16254.5  16257    16260    16261.7  16274    16283    16289

  16305    16336.5  16383.5  16524    16589    16841    17042    17111

  17384    17406    17454.5  17467.8  17490    17512    17910    17933

  18033.5  18045    18048.9  18059    18067    18078    18080    18084

  18087    18172    18203    18218    18304.5  18308.5  18363    18391

  18394.5  18428    18518    18527    18578    18722    18730    18742

  18752    18757    18760    18883    18905    18906    18912    18916

  18923.9  18956    19092    19406    19607    19618    19623    19628

  19630    19632    19635    19640.1  19646    19650    19655    19667

  19670    19674    19685    19761    19826    19856    19932    20032

  20095.2  20092    20132    20153    20157    20177    20228    20307.9

  20322    20325    20417    20427    20428    20439    20518    20550

  20556    20556.5  20612    20646    20800    20815    20830.2  20910

  20975    20987    21768    21855    21861    21880    22854    21964

  22960    23108    23192    23207    23322.1  23333    23685    23834

  23854    24310    24370    25401    25422

�o Reported callsigns and selcals:

  Embassy       Internal c/s     Nmemonic     ITU

  -----------------------------------------------

  Abidjan?        Z8M

  Abu Dhabi

  Addis Ababa     D7A

  Algiers         H6L

  Amman                          AMAN [AMNX]

  Ankara

  Antannanarivo                  TNNR [TNNX]

  Athens

  Bamako          L9X

  Bangkok         G7M

  Bangui          B1T            BGUI [BGIX]

  Beijing         TJN

  Beirut          P8C

  Belgrade        G8T

  Brasilia        S5F

  Brussels                                    ONN27

  Brazzaville                    BRZV

  Bucharest       A9C

  Budapest        D2Z  D6Z

  Buenos Aires    L9C

  Cairo           O9B            LCRE [LRCX]

  Conakry                        CNRY

  Dakar                          DKAR [DKRX]

  Damascus        D4B

  Djibouti                       DJBT [DBJX]

  Islamabad       W3S            ILMD [ILMX]

  Jeddah          O6F

  Kinshasa                       KHSA

  Kuwait                         KWIT

  Lagos                          LGOS [LGSX]

  Ljubljana

  Madrid                                       AND3

  Moscow          U3H

  Naimey                         NMEY

  Ndjamena                       NDJA [NDJX]

  Nicosia                        NCSE [NCSX]

  Nouakchott      Z4D

  MFA Paris       P6Z, RFGW      DIPL

  Prague          F9S

  Pretoria		Y9L		

  Rabat           J5W            RBAT

  Riyadh          O6P            RYAD [RHDX]

  Rome

  San'a           N2G

  Sofia           L4N

  Tel Aviv        W5E

  Tirana

  Tripoli                        TRPL

  Tunis           K4X

  Valetta

  Warsaw          H7K            SRZ944       SRZ944

  Yaounde                        YNDE

  Zagreb

  UNID            C3P (Far East?)

  UNID            3GF1

  [...X] represents circuit identifier used on transmissions

�o Dictionary:

  ambafrance      French Embassy

  milfrance       French Military Attache (usually within embassy)



o Sample message formats:



Example #1 - Encrypted message

------------------------------

 zczcrex070

 nr 1067                                  (message number)

 oo d2z p8c srz944 a9c o6p h6l k4x z4d g8t a9c u3h  (Immediate to)

 de rfgw #1067 1441411                      (Fm MFA Paris/RFGW)

 znr uuuuu                                   (Unclassified)

 o 241314z mai 94                            (Immediate - DTG)

 bt                                               (break)



 (Note groups 1 and 2 sent three times. Groups 7, 8 and 9 are identical)  and equal to last group of the message)



 bbbb

 ctnpn gjxyz ctnpn gjxyz ctnpn gjxyz klczc klczc klczc ikimy

 uzaht jtnfe vzozl redhs qwpju nqhfo ssbey nsozv hndql lixlq

 <clip clip clip>

 page 4 rfgw #1067

 webfr cxxcj ltfhd qrgcb mpxzb itjbs emgkg vjdaz uaskq zeixg

 <clip clip clip>

 cupkj gaqbh gmhgm sgsvw qeztu bmbvg zgugp ibjrx xlyon ocvfd

 tewud ofrhs ceavt oggrs bhsvn klczc

 bt                                                (break)

 gr 606                                     (number of groups)

 #1067                                       (message nr)

 nnnn                                      (end of message)



Example No 2/5 - Showing typical call-up MFA to embassy vv

----------------------------------------------------------

 w3s w3s w3s w3s           (calling Islamabad)

 de p6z p6z p6z            (from MFA Paris)

 bjr vx                    (bonjour vieux)

 je qap la1 dim de 10

 je qap la 1 dim de 10

 ici qtc 2

 int qtc

 w3sokokokokokokokokokokokokokokokokokokokokok

 a  toi  le  manche

 bjr  vx

-------

 P6Z P6Z P6Z P6Z P6Z  DE  O6P O6P O6P O6P O6P

 VOYEZ LE DROMADAIRE GEANT QUE J'EXAMINE PRES

 DU GRAND OASIS

 RY's x 1 line

-------

 P6Z P6Z P6Z P6Z P6Z   DE   O6P O6P O6P O6P O6P

 PORTEZ CE VIEUX WHISKY AU JUGE BLOND  QUI FUME

 RY's x 1 line

 RR RFGW 0010735

 ZNR UUUUU

 P 020730Z JAN 95

 FM REPARM FRANCE RIYAD

 TO DELEGARM DERELINT PARIS

 BT

 NON PROTEGE

 (plain language message)

� P6Z P6Z P6Z DE G7M G7M G7M

 TEST DE CONTROLE AFIN D'AMELIORER VOTRE RECEPTION

 RY's X 1 LINE

 NNNN

 INT ZBZ K

 RR RFGW

 DE G7M 00002 1320700

 P 120645Z MAI 95

 BT

 BBBB

 ( 200 x 5 letter groups)

 PAGE 2 G7M 0002

 (183  x 5 letter groups)

 BT

 GR 383

 0002

 NNNN



 RYRYRY  ILMX  607

 RR  CC

 SV DIPL

 TT

 DE ILMD 73 73 477 477

 (5 letter groups)

 NNNN

�GERMANY



Domestic stations (MOI)

o Innenministerium / Landeskriminalamt / Grenzschutzpolizei

  The German MOI had a large network until August 1997 but it slimmed

  down considerably. They are most probably using secured landlines now.

  A number of stations however, are still active. We don't know whether

  this is a backup network or that it is actually used for real messages.

  Although not as active as before, this network is still an interesting

  one to monitor.



  The German Innenministerium (MOI) is responsible for the German Federal

  Police, the Landeskriminalamt (LKA), and the Grenzschutzpolizei (GSP),

  the Federal Border Police. The main control station is located in Bonn

  and uses callsign DER. The other stations are either MOI stations in

  the capitals of the federal states or stations of the GSP or LKA.



  The channel identification is formed by a 5-letter code 'TTCFF' where

  'TT' represents the code for the addressee, 'FF' is the sender and 'C'

  is the channel that is used; normally channel 'V'.

  There is one exception: Stuttgart uses channel 'F' for the link with

  Bonn. The MOI and LKA stations are using the same type of id, which

  is a abbreviation of the name of the state or the name of the capital,

  i.e. Niedersachsen is 'NI'. The 2-letter id's of the GSP are 'G'+ the

  first letter of the allocated area, i.e. 'GW' is GSP Western Germany.

  The id for MOI/LKA Bonn is always 'HF' and GSP Bonn 'GW'. A typical

  channel id for a message on channel 'V' will therefore be 'NIVHF',

  which is a message from Bonn to Hannover, the capital of Niedersachsen.



  All transmissions are in ARQ-E. Most MOI/LKA stations use 96bd/85Hz

  shift and GSP stations 72bd / 170Hz shift. The central station is Bonn

  and almost all other stations communicate with each other via Bonn.

  This reduces the amount of equipment since there is only one circuit

  involved for each outstation. In order to keep the number of transmit-

  ters in Bonn to a minimum, the stations are grouped and operate in

  8-channel VFT and use the USB of the transmitters. Bonn uses channels

  1, 3, 6 and 8, the outstations 2, 4, 5 and 7. The channel centers are

  offset from the suppressed carrier by 820, 1160, 1500, 1840, 2180, 2520,

  2860 and 3200Hz, spaced by 340Hz. Each group of frequencies consists of

  8 channels but there are also a few isolated channels. The Dusseldorf-

  Bonn link for instance, uses 2671.5 kHz and operates outside a group.



  Traffic: most traffic is encrypted. There are however sometimes messages

  in plain German. Bonn sends a 'QVL' message every 4 hours on 03.00,

  07.00, 11.00, 15.00, 19.00 and 23.00 UTC. Most outstations will confirm

  within 30 minutes after the QVL is sent.

�  STATE / AREA               CODE CITY             CODE  CALLSIGN

  -------------------------- ---- ---------------- ----- --------

  Baden-Wurtemberg            BW  Stuttgart              DHA..

  Bayern                      BY  Munchen                DHR..

  Berlin                      GO  Berlin            GO   DHL35

  Brandenburg                 BR  Berlin

  Bremen                      HB  Bremen            HB   DHB..

  Hamburg                     HH  Hamburg           HH   DHH..

  Hessen                      HE  Wiesbaden         BK   DHE / DEB55

  Mecklenburg-Vorpommern          Schwerin

  Niedersachsen               NI  Hannover               DHL32

  Nordrhein-Westfalen         NW  Dusseldorf             DHF..

  Rheinland-Pfalz             RP  Mainz                  DHG..

  Saarland                    SL  Saarbrucken            DHK..

  Sachsen                         Dresden

  Sachsen-Anhalt                  Magdeburg         MA

  Schleswig-Holstein          SH  Kiel                   DHQ..

  Thuringen                   TH  Erfurt

  Police Acadamy Hamburg      PH

  BGS Training Bad Bramstedt  AG

  Dortmund                    DO

  GSP Nord Deutschland        GN  Hannover               DEC

  GSP Sud Deutschland         GS  Munchen                DEL

  GSP Ost Deutschland         GO  Berlin                 DEK23

  GSP West Deutschland        GW  Bonn                   DEA

  GSP Zentral Deutschland     GM  Kassel                 DEF

  GSP Deustche Kueste         GK  Bad Bramstedt          DEH



o Frequencies



                  GERMAN MOI CHANNELS - AS MONITORED

                ALL ARQE MODE    last update: 27/12/97



    FREQ      BD   SHFT   CID     FROM       RID      TO

   -------   ---   ----   -----   --------   -----    ----------------

   2294.60    96    85    BYVHF   Bonn       HFVBY    Munich (night)

   2295.60    96    85    THVHF   Bonn       HFVTH    Erfurt (night)

   2386.40    96    85    HFVBY   Munich     BYVHF    Bonn  (night)

   2386.80    96    85    HFVTH   Erfurt     THVHF    Bonn  (night)

   3200.00    96    85    ? (this freq is on idle -evenings/nights)

   3815.40    96    85    HFVBG   Luebeck    BGVHF    Bonn (tests)

   4972.40    96    85    ? (this freq is on idle -evenings/nights)

   4978.10    96    85    BYVHF   Bonn       HFVBY    Munich (day)

   4979.10    96    85    THVHF   Bonn       HFVTH    Erfurt (day)

   5023.80    96    85    ? (this freq is on idle at times/days)

   5263.60    96    85    BYVHF   Bonn       HFVBY    Munich (day)

   5264.60    96    85    THVHF   Bonn       HFVTH    Erfurt (day)



   In addition to the above, the following German MOI stations have

   been noted. These are all FEC-A/96/85 and simplex - no continuous

   carriers!

   4018.00   DEL55      ??          other DEL-- C/S also on

   4035.00   DEB55      Wiesbaden   other DEB-- C/S also on

   5020.40   DEBW 2011 DEBE 3511 DEBC 2022 DEBS 9000 all heard

   5198.80   DEB30      ??          other DEB C/S also on

   5262.80   DEB--                  various C/S on



   Activity on these freqs is variable. Some days nothing. No pattern

   Coded traffic is similar to above Bonn stations, but simplex. C/S

   and German plain language messages.

�International stations (MFA)

o Notes on Operation

  # Language: German, English

  # Tune up? with "alalalalalalalala" as for PIAB stations.

  # Tfc online encrypted but header in plain language. Leads in with

    "eeeeevvvvvv" or "vvvvvvv" and ends with "kkkkkkkkk".

  # May finish with (+/endemessage/+) three times

  # RS-ARQ transmissions complete with the following sequence:

    zczc

    -----------------------------------------------------

    (+/endemessage/+) (+/endemessage/+) (+/endemessage/+)

    -----------------------------------------------------

    version 2

    )

    nnnn

  # RS-ARQ, in 228.7bd ITA-2 mode and ALIS for ALE, is now in extensive

    use between MFA and embassies, often replacing the older 96bd ARQ-E

    equipment previously used on a known frequency. So far, no use noted

    of 241bd 8 tone RS-ARQ mode but an unidentified 225bd Packet Radio-

    like system has also been noted on many known frequencies.



o Transmission Modes:

  ITA-2      75bd

  ARQ-E      96Bd      Erect     170Hz, 400Hz

  ARQ-E      192Bd     Erect     160Hz             8CRC

  FEC-100    96bd      Erect     400Hz

  RS-ARQ     228.5bd             170Hz             ITA2

  RS-ARQ     225bd               170Hz             Packet Radio



o Logged Frequencies:

   7981.5    9062.0    9277.9   10288.6   11459.0   11536.0   11539.2

  12130.0   13374.4   13375.6   13436.0   13508.5   13510.6   13892.0

  13893.5   13894.4   13895.6   13896.5   13903.0   13924.7   13927.7

  13928.6   14357.6   14410.0   14663.5   14664.4   14619.0   15855.5

  15855.8   15857.6   15858.5   16017.4   16020.4   17411.0   17439.0

  18287.6   18291.5   18396.5   18702.4   19226.4   19226.5   19443.0

  20020.0   20022.4   20140.0   20421.5   20422.4   20500.6   23691.0

  25419.5



o Reported Frequencies:

   4441.0    4754.0    5220.0    5299.0    5448.0    6952.0    7546.0

   7807.0    7918.1    7983.0    8071.5    8196.0    9088.0    9288.0

   9336.5    9362.0   10217.5   10219.2   10262.0   10554.0   10844.9

  11112.0   11123.5   11133.0   11163.0   11388.0   11448.0   11452.0

  11533.6   11537.3   11538.4   11540.0   13438.6   13507.5   13511.5

  13897.0   13945.6   14361.0   14569.0   14617.0   14633.5   14662.6

  14665.6   14666.6   14818.0   14881.0   14949.0   14955.0   15856.6

  15922.4   16015.7   16016.0   16017.5   16020.4   16022.2   16199.0

  16248.5   16268.0   16284.5   16333.1   16335.3   16350.0   17280.0

  17502.5   17518.6   18050.0   18286.0   18288.3   18289.5   18292.4

  18294.0   18345.0   18394.5   18586.5   18704.2   18763.0   18771.0

  19225.0   19226.0   19236.0   19390.0   19438.5   19535.0   19872.0

  19885.0   20023.0   20060.6   20062.5   20066.5   20140.6   20417.5

  20420.6   20422.0   20424.7   20573.0   20840.0   20773.0   21867.0

  22904.4   22905.5   22906.6   22950.0   22955.0   23366.0   23395.0

  23545.0   23545.0   23697.6   23866.0   25266.0   25320.6   25417.6

  25418.5   25419.5   25420.5   25422.5   25541.5   25547.0   26441.5



  Some of the above freq have been used for PIAB FEC-100 press broad-

  casts.If they are MFA transmitters is not known.

�o Reported callsignss for MFA and embassies:



  Call            Location           Call            Location

  ------          -----------        -----           --------

  DMK366          Aden               DCF42           MFA Bonn

  DFL26           MFA Bonn           DFN92           MFA Bonn

  DFP             MFA Bonn           DFS70           MFA Bonn

  DFU20           MFA Bonn           DMK             MFA Bonn

  5TP293          Nouakchott         DFY             Tel Aviv

  DMK260          Warsaw



o Make-up of Callsigns in the range DE/DF.

  - These also act as channel indicators.

  - The first two letters (DE and DF) denote German ITU series callsigns.

  - The third letter denotes the Mhz band as follows:



       A        1 MHz                  N       13 MHz

       B        2                      O       14

       C        3                      P       15

       D        4                      Q       16

       E        5                      R       17

       F        6                      S       18

       G        7                      T       19

       H        8                      U       20

       J        9                      V       21

       K       10                      W       22

       L       11                      X       23

       M       12                      Y       24

                                       Z       25 + 26



  - The 4th number represents the 100 kHz element as a simple multiplier.

  - The 5th number represents the 10 kHz element as a simple multiplier.



  Examples

  The frequency  791x.xx is likely to have the callsign

                     DF G 9 1

                        | | |

            7 Mhz-------+ | |

          900 Khz---------+ |

           10 khz-----------+

            x.xx



  The frequency 1592x.xx is likely to have the callsign

                     DE P 9 2

                        | | |

        15 Mhz----------+ | |

       900 Khz------------+ |

        10 Khz--------------+

         x.xx



  Given the above base structure two addition digits are sometimes used.

  These represent the offset in respect of the above base and may be

  either LSB or USB as indicated by the first letter (L or H respectively)

  of the pair.



         L1      -0.6 Khz          H1      +0.6 Khz

         L2      -1.5              H2      +1.5

         L3      -2.4              H3      +2.4

         L4      -3.3              H4      +3.3

         L5      -4.2              H5      +4.2



  Examples: DFS70H3 (18Mhz +700Khz  +0Khz +2.4Khz) = 18702.4

            DFS26L1 (18Mhz +200Khz +60Khz -0.6Khz) = 18259.4

�o Dictionary:

  aa              Aussenamt (Foreign Ministry)

  an              to

  auch            also

  auch fuer       copy/info (also for)

  aus             from

  betr.           subject (betreff)

  bezug           reference

  citissime       citissime = latin = 'most quickly'

  cti             consulate? (citissime)

  fm cti          foreign mission

  diplo cti       diplomatic mission

  euro cti        european commission delegation

  danke           thanks

  edv             Elektronische Datenverarbeitung -> electronic data

                  processing (somewhat old-fashioned for computer

                  systems and their use in general, used to be the

                  name of the computer department in those days when

                  computers were still operated by men in white coats...)

  eingegangen     arrived at/on

  fernschreiben   telegram (originally it meant 'a telexmachine')

  fernschreiber   teleprinter

  folgt teil      part (page) ... follows

  fuer            for

  hier            here

  ihnen           to you/them

  lage            situation

  nachrichtlich   the party mentioned after 'nachrichtlich'

                  receives a copy for information purposes only)

  offen           open (in plain language / in the clear?)

  omnez           all?

  oz              ortszeit (local time)

  plurez          ?

  poea            Presse- und Oeffentlichkeitsarbeit (press and PR work)

  vom             of (von)

  wtlg            weiterleitung (forwarding)

  wz              Weltzeit (UTC)



�o Sample Message Formats:

==========================================================================

Example 1: Header for (PIAB?) bulletin to Consulates

==========================================================================

 edv:6006,24.05.92, bern                            [this circuit to Bern]

 aus: bonn aa                                              [from MFA Bonn]

 nr 0017 vom 24.05.1992,0718 oz, omnez cti

 an: zuerich cti, innsbruck cti, graz cti                   [addressed to]

    aleksandria cti, tripolis cti, salzburg cti

    kairo cti, valletta cti, tunis cti, tel aviv cti

    nouakchott cti, bern cti

 c i t i s s i m e                                           [Consulates?]

 -------------------------------

 fernschreiben (offen)

 eingegangen:

 ----------------------~--------

 wien diplo auch fuer vkse und vvsbm

 rom diplo auch fuer fao

 nachrichtlich: bpa redaktion infofunk und bpa roem4 a 1

 az.: 012-9-312.75

 betr.: poea-plurez

        hier: rede des bm a. d. hans-dietrich genscher

              anlaesslich der amtsuebergabe im aa von bm a. d.

              hans-dietrich genscher an bm dr. klaus kinkel

              am 21.05.1992

      als anlage wird zur unterrichtung und ggf. poea-

 verwendung tekst der rede des bm a. d. hans-dietrich

 genscher uebermittelt.

 tiedt

 --folgt teil 2--

 ich danke dieter kastrup, mit dem ich in seinen

 verschiedenen funktionen, vor allem aber waehrend der





==========================================================================

Example 2: P/l header to otherwise online encrypted message

==========================================================================

 edv:6044,23.11.92, tel aviv                           [to - this circuit]

 aus: bonn aa                                              [from MFA Bonn]

 nr 0221 vom 23.11.1992,0956 oz                       [message nr and DTG]

 an: tel aviv                                        [to Tel Aviv Embassy]

 -------------------------------

 21911-23                                                [encryption key?]



 vvvvvvvvmbrixxakhphtevzirijcdunk~~~~dunkeflh     [characteristic lead-in]

 svhptdyysxfutk

 naekjsqyvyqgz~qgzxfbycosvrs

 psnbvfhbyttfgna

 adboogantopadwwsosyugghegznw fpzl ppwcuaptwzmoiliogaheenwhvetzhmxpwexw

 zzbwwiqbmyawmsiay



 ummwax qaiealihlypbpptnnhozn  rtkkkkkkkkkkkkkkk      [characteristic end]



 nnnkbsaqydzy

�==========================================================================

Example 3: Header for p/l message originated Tashkent multiple address

==========================================================================

 wtlg, edv: 302,23.11.92, tel aviv               [to Tel Aviv this circuit]

 aus: bonn aa                                        [from Bonn (relaying)]

 an: tel aviv                                                 [to Tel Aviv]

 -------------------------------

 aus: taschkent                                  [From originator Tashkent]

 nr 349 vom 23.11.1992, 1635 oz

 an: bonn aa                                               [addressed Bonn]

 -------------------------------------------------

 fernschreiben (offen) an 213

 eingegangen: 23.11.92, 1145 oz

 auch fuer new york uno, genf, moskau,          [to be copied to ----]

 bischkek, alma ata, ankara, teheran, peking, tel aviv,

 islamabad, bmi, bmv, bmvg

 ------------------------------------------------

 bmi vti 6, bmv see 14, bmvg ruez roem2 4

 auch fuer 231, 513, 514,

 az.: pol 321.39

 betr.: lage in tadschikistan

        hier: humanitaere un-mission

 bezug: db nr. 338 vom 19.11.1992, ziffer 1, zeile 2

 --zur unterrichtung--



      aus tadschikistan zurueckgekehrte humanitaere un-mission

 hat taschkent bereits verlassen. kontaktaufnahme war leider

 nicht moeglich. erfahre aus sicherer quelle, dass mission sich

 sehr problematisch gestaltete. da ergebnisse der un-fact-



==========================================================================

Example 4: Operator comments

==========================================================================

 tlv de be/bra:                          [Tel Aviv de operator initials?]

 gehe jetzt vom kanal

 bin in ca. 30 mins zurueck

 de bra 08.50 utc +



 tlv de be/bra:

 bin wieder zurueck

 de bra 08.55 utc +



 danke ihnen auch                        [thanks to you also byebye]

 bibi

 de bra +

 bsayzy



�==========================================================================

Example 5: Online encrypted traffic to Brasilia

==========================================================================

 %%%

 104

 %

 brasilia             ssnr: 1497

 wtlg, edv: 514,15.08.96, brasilia

 aus: bonn aa

 an: brasilia

 -------------------------------

 8~476-2~

 vvvvvvmeomh~

 ~rdf

 vhywumyjnznsz~i btkvlesy

 pxes

 mmhbyfqd gkysyxnnc uhmbpiyiikto ysdmjrmykzqizpryh

 kpbhogei~~~ ~q~uizphw tjbkgsxk~~q

 hhdpwksqhlwge

 psgamhkcetvhggpwfmg~~~~c~~~cc~kz~~~~~~~~~

 nnnn



 %%%

 104

 %



 quitungsfernschreiben aus: bnn aa

 -------------------------

 519,ok, brasilia, edv  516, 15.08.96, 1436

 -------------------------

 nnnn

�GHANA

 

o Notes on operation:

  Single freq working.

  Accra uses "00", other heard "22", "55", "65".

  Offline encrypted traffic.

  On 18528   on CW at 0755-0845

  On 20954.7       at 1330-41



o Transmission modes used:

  ITA2          50bd

  CW



o Frequencies:

  15861, 17580, 18528, 18890, 20948, 20954.7, 20957 kHz



o Reported callsigns

  KNY22    Washington

�GREECE 



o Operational notes:

  Language: Greek

  Single freq ops

  Online encryption. Encryption ends with string "akakakakak"



o Transmission modes used:

  Sitor/A  100bd  N  170hz

  Baudot   75bd      850hz encrypted (on 8050)

o Logged frequencies:

  8050    16212    23023.8

�GUINEA



o Transmission modes used: CW

o Frequencies: 21100 kHz



�HUNGARY



o Country profile

  Hungary is located in the center of Europe and measures 93,030 km2.

  The republic is divided in the capital city of Budapest and 19 counties

  (megye); Bacs-Kiskun, Baranya, Bekes, Borsod-Abauj-Zemplen, Csongrad,

  Fejer, Gyor-Moson-Sopron, Hajdu-Bihar, Heves, Jasz-Nagykun-Szolnok,

  Komarom-Esztergom, Nograd, Pest, Somogy, Szabolcs-Szatmar-Bereg, Tolna,

  Vas, Veszprem, and Zala.

  The Hungary Defense Forces has the following branches: Ground Forces,

  Air and Air Defense Forces, Border Guard, and Territorial Defense.



o Notes on Operation:

  # Language: Hungarian

  # Dual frequency operation even if different channels based on same

    base frequency (carrier point). Five channels are allocated, offset

    from the carrier point (of an assigned frequency) by +0.4, +0.8,

    +1.2, +1.6 and +2.0 Khz.

  # System adaptive ie automatic change of channels within the frequency

    slot or to another frequency dependant on propagation conditions or

    interference.

  # Regular sequential testing of each channel.

  # If reversed will sync but output gibberish.

  # Offline encryption blocked in 100 groups.

  # Press summaries sourced MTI.

  # Occasional use of HGXxx de HGXxx at end of messages.



o Transmission Modes:

  ARTRAC            125bd    Erect    170Hz  ACF88

  ARTRAC-2          250bd    Erect    850Hz  ACF=88

  ITA2              50bd              400Hz

  ITA2              75bd

  CW                Rare

  HNG-FEC           100.1bd  Inverted 425Hz  ACF90



o Logged Frequencies:

   3860      4553      5477.4    5648.4    6780.4    9300.7   10400

  12260.4   12260.8   12262.4   12262.8   13379     13380     13676

  13575     13875.3   13875.4   13876.6   14810     14840.4   14840.8

  14841.2   15675     15677     16061.7   16453.4   16454.2   16454.6

  18040.4   18040.8   18399.3   19810     20036.6   20045     23262



o Reported Frequencies:

   3699.7    4502      5172.4    5475      5640.2    6712      6760

   6789      7937.5    8160      8833.7    8400      8925.9    9048

   9046      9051      9114      9340     10323     10396     10406

  10413     10853.8   11400     11462     12257.6   12264     12260

  13373     13374     13378.5   13456     13537     13873     14377

  14813.3   14814     14815     14816.7   14874     15674.4   15724.2

  16060.5   16204     16400     16430     16449.7   16451     16452

  16458     17468     18038     18039     18056     18169     18170.7

  18209.5   18262     18393     18397.7   18398.5   18410     18412

  19397     19398.7   19510     19513     19513.6   19514     19800

  20007     20014     20044     20067     20649     20071     20802

  21755     21758     21787.5   22809     23080.5   23166     23264

  23359     23360.7   23366     23904



�o Carriers/channels logged:



  Sup.carrier      +400      +800     +1200     +1600     +2000

   5477              x                            x         x

  13875              x         x        x         x

  14810              x                            x

  14840              x         x                            x

  16453              x         x                  x

  18040              x         x                  x         x

  19810              x         x

  20045              x         x        x



  Signals noted on 13459.0, 13462.0 and 14873.0kHz with 250bd/850Hz ARQ

  system with similar adaptive behaviour and ACF=88 which is presumed to

  be a double speed version of ARTRAC (ARTRAC-2).



o Reported Callsigns for MFA and embassies:



  Callsign  Location               Callsign  Location

  --------  --------------------   --------  -----------------

  HGX20     Hanoi                  HGX21     MFA Budapest

  HGX22     Athens                 HGX23     Rome

  HGX27     Berne                  HGX28     London

  HGX29     Paris                  HGX31     Warsaw

  HGX36     Bangkok                HGX37     Pyongyang

  HGX38     Hanoi/Vientiene        HGX39     New Delhi

  HGX40     Madrid                 HGX41     Damascus

  HGX42     Tehran                 HGX43     Jakarta

  HGX44     Baghdad                HGX45     Islamabad

  HGX49     Beirut                 HGX50     Jakarta?

  HGX53     Accra                  HGX54     Conakry

  HGX55     Algiers                HGX56     Cairo

  HGX57     Rabat                  HGX58     Nairobi

  HGX59     Lagos/Dar es Salaam    HGX60     Khartoum

  HGX61     Addis Ababa            HGX62     Tripoli

  HGX68                            HGX71     Kuwait (Safat)

  HGX81     Seoul                  KNY26     Washington

  ONN39     Brussels               8EH39     Jakarta



o Sample Message Formats:

  --------------------------------------------------------

  Example 1: End of offline encrypted message in Hungarian



  88462 36201 57223 45324 70566 30711 68120 37263 80042 00401

  33754 69815 20976 17264 61379 86077 82795 50140 50262 33865

  64383 90055 59612 43675 68710 15695 05774 +

  vvvv                                               [end of message]



  kkkk

  nnn

  915/hav/316                                 [message number/source]

  41,51

  havanna, 1992. december 29.                   [originator and date]

  a kubai kormaany hivatalosan bejelentette ees csehszlovaakia

  itteni nagykoevetseegeevel jegyzeekben koezoelte, hogy elismeri

  1993.januaar 1-jeetoel mind a cseh, mind a szlovqdk koeztaar-

  sasaagot.+                             [message in plain Hungarian]

  vvvv                                               [end of message]



  tks ob +



  canyhendtx

  [endtx is a system code indicating end of text ie no more messages]

�  Example 2: plain traffic



  hgx38 de hgx21



  kkkk

  nnn

  hoi/311/31/12267



  budapest, 1993. 11. 22.



  taajul:



  ngkm taajeekoztataasa szerint hiteltoerleszteesi szakeertoek

  taargyalaasok ceeljaabol az ngkm-puem 4 foes kuelddoettseege/kun

  attila ov.,szabo gyoergy ov, deaak annamaaria ees baacsi ferenc

  /puem/ december 2-aan eerkeznek hanoiba bangkoillbsk feloel a

  vietnami jaarattal.

  a taargyalw@@ 11?%9, 433'+5 =3'+ a hanoi ker.tanaacsos ees a

  hcm-vaarosi alkirendeltseegvezetoe is . programjukat a hanoi

  ker.tanaacsos szervezi.



  wwww

  -----------------------------------

  Example 3: Alternate message header



  kkkk

  nnn

  dam/942/10/358                     [Message number addressed Damascus]

  budapest, 1992. december 30.                              [Originator]



  a betegellaataasi koeltseegek elfajanglfezzleqooemu

  eovaakuaar 1. utaan is

  a 10/202 sz. taaviratunkbanhklezoelteknek megfeleloeen toertencezu.

  a

  ktal8



  hgx41 de hgx21                               [Damascus from Budapest]

  ----------------------------------------------------------

  Example 4: Off-line encrypted traffic from Embassy Tripoli



  hgx21 de hgx62



  kkkk

  nnn

  389/tpi/gr 0865

  99



  tripoli  , 1996. 03. 01.



  59288 95723 lfahi efamc abhaa fpnle ganoa nlajj ncmka nicgj

  olmfn ediad gockf cgekl bfjnq hclog eepnc jlnen klobh mocil

  eoojd gpddn fjjnh kpafi flflm goemk cmbpa ffbfm mqpda cfpmn

  oneah jchhb npgmj bhklh gfkgh dgecp lcppe ioimc pbmnb cegea

  cklal fcodg gljgi mcnbl nppqo ffghi ebmff jkajb bgpdi bamgp

  jbipj pabkj fmggk inmcp egdbi fdden omlah eljnl cdfom ccbmh

  gchcf pflpa fbddi okkbc aepmm aopjf dhjbh pegdi kpaoj ahikc

  focfn ldhmb hijdk kpgle ffllh mmppi edaha flgck ecbdf apago

  pkpcm ofhmi kmofa plbpd alipk ihemh jggnn jojlg jdcmb bmkec

  ocddc bdpkk midgo ollcc ennen cfecf cpldm fahfn nhgfk cpclh

  <clip clip clip>

  ehdkk mlmcf dojhc efkjg jlgnb gfpcg cpgpc fimjk jffgo pcpek

  meine cbepj abgke djemg iobck heejd pfnjg aplnd ighgo naboh

  nahbd nebci paibe gfhep hgkl+�INDIA



o Notes on operation:

> New Delhi uses callsign of 8WD plus a number indicating the station being worked except for the New Delhi/Male link.

> All traffic is in English, with some 5L groups, and is usually short; the receiving station is off air when copying traffic.

> On 20841.7 khz tests of new diplo net by MFA New Delhi. Using SSB, Sitor and 2400bps QPSK.

> Uses "rrrrrrrrrrrrrr" to indicate message received OK on QSX.

> Uses "ovovovovovovov" to indicate that QSX should go ahead with message.

> 2 digit channel identifiers used eg "qsy ch 53 53 53 53"

> Messages from MFA headed and signed with "foreign new delhi".

> Messages from embassies headed and signed eg "indembassy moscow".



o Transmission modes used:

  ITA2          50bd  170/400/520/850Hz

  SITOR-A      100bd  on the New Delhi/Male link

  FEC-100       96bd  Type 6028 VFT

  QPSK         2400bps

  CW

  USB noted during tests



o Frequencies:



  Freqs will vary slightly from those shown

7775    10723    	11147    	11155    	12104    	12112    	14785    15755

15917.8 15920    	15920.5  	16203.7  	16372    	16375       16378    16379

16412   16414.5  	17535    	17540       17541.5  	18277.5  	18285    18325

18407   18459.7  	18465       18466.7  	18469.3  	18724.5  	19003    19021

19022   19035     19052    	19055    	19057.5  	19440    	19440.6  20375

20610   20614.8  	20841.7  	20882.5  	20885    	20887    	20892 



o MFA official callsigns

  ATP 65   MFA New Delhi

  ATP 68   MFA New Delhi



o MFA callsigns and selcals used for links to the various embassies.

     20              IND    New Delhi to Male

     8WD2   XXXX     IND    New Delhi to Yangon

     8WD3            IND    New Delhi to Victoria

     8WD4            IND    New Delhi to Belgrade

     8WD5            IND    New Delhi to Kabul

     8WD6            IND    New Delhi to Port Louis

     8WD7            IND    New Delhi to ???

     8WD14           IND    New Delhi to Beijing

     8WD17           IND    New Delhi to Thimpu

     8WD32           IND    New Delhi to Hanoi

     8WD36           IND    New Delhi to Phnom Penh

     8WD87           IND    New Delhi to Colombo



   note: the 'XXXX' selcal may possibly be the general selcal for the MFA and not only for the Yangon/New Delhi link.



�o Embassy callsigns and selcals.

     38              MLD    Male

     8WA3            MYA    Yangon

     8WA11           BHU    Thimpu

     8WA23           CHN    Beijing

     8WA40           CBG    Phnom Penh

     8WA46           VTN    Hanoi

     8WA53           SLK    Colombo

     8WB1            SRB    Belgrade

     8WB2            AFG    Kabul

     8WB3            MAU    Port Louis

     8WB4            IRN    Teheran

     8WB7            SEY    Victoria

     8WW3            RUS    Moscow

            PPVF     ARS    Riyadh

            PPVK     EGY    Cairo



o Specific link frequencies.

   9119     Moscow – New Delhi

  11147     New Delhi - Thimpu

  11155     Thimpu - New Delhi

  12104     New Delhi - Kabul

  12112     Kabul - New Delhi

  15755     New Delhi - Phnom Penh

  15917.8   Belgrade - New Delhi

  15917.8   Moscow - New Delhi

  15920     New Delhi - Yangon

  15920.5   New Delhi - Belgrade

  16372     Tehran - New Delhi

  16414     New Delhi - Yangon

  17535     Colombo - New Delhi

  17540     New Delhi - Colombo

  17541.8   New Delhi - Male

  18277.5   Port Louis - New Delhi

  18325     Beijing - New Delhi

  18407     New Delhi - Beijing

  18459.7   New Delhi - Hanoi

  18465     Hanoi - New Delhi

  18466.7   Male - New Delhi

  18469.3   New Delhi - Hanoi

  18724.5   Yangon - New Delhi

  19052     Victoria - New Delhi

  19055     Victoria - New Delhi

  19057.5   Victoria - New Delhi

  20375     New Delhi - Yangon

  20610     New Delhi - Hanoi

  20614.8   New Delhi - Hanoi

  20882.5   Port Louis - New Delhi

  20887     New Delhi - Port Louis



o Sample message formats:



Example 1: callup

-----------------

ryryryryry 8wa46 de 8wd32 ryryryryry

the quick brown fox jumps over the little lazy dog's tail

fig test: 11/22/33/44/55/66/77/88/99/00/1/2/3/4/5/6/7/8/9/0

int qrk int qru hr qtc



from: foreign new delhi (or f.n.d.)

to:   indembassy (or hicomind)

�Example 2: callup

-----------------

ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

this is the time for all good men to come to the aid of nation

fig chk 0000 qqqq wwww eeee rrrr tttt yyyy uuuu iiii oooo

int qrk int qrk hr qru hr qru qru hr qru hr qru ///

l

8wd7  8wd7  8wd7           de          8wb4 8wb4  8wb4

ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryry

this is the time for all good men to come to the aid of nation

fig chk 0000 qqqq wwww eeee rrrr tttt yyyy uuuu iiii oooo

int qrk int qrk hr qru hr qru qru hr qru hr qru ///



rrrrrrrrrrrrrrrrrrrrrrrrrrrr

rrrrrrrrrrrrrrrrrrrrr

rrrrrrrrrrrrrrrrrrrrrrr

br br br br gan gan agn gan gan gan

yr yr yr qrk qrk qrk qrk qrk 5/5/5/5/5/5/5/5/5/5/5/

hr hr hr qru qru qru qru qru qru ovovovovovovovovovovovovovo



Example 3 Typical off-line encrypted message format

---------------------------------------------------

foreign new delhi

part two and final part



1/346 02545 10617 dvzvh qztlx tnwls qamth esier dgqaq nfccc

sjxri qzvun idkfn ogjyf razqe gfmnn onlko trmnd asmdb nxkth

<clip clip clip>



indembassy,moscow

too:1846

thi:1910/10

nnnnnnnnnnnn



zczczc

nr:708   ou   gr:204   011855

etat tpty most immediate

foreign new delhi



part two and final part

1/346 02545 10617 dvzvh qztlx tnwls qamth esier dgqaq nfccc

sjxri qzvun idkfn ogjyf razqe gfmnn onlko trmnd asmdb nxkth

tnfiw sgusn gajzw fgrsx qbfzu mlurp zmaoc dpwhz hlnmq kpnam

<clip clip clip>



indembassy,moscow

too:1846

thi:1910/10

nnnnnnnnnnnn



int  qsl nr 708 int qrv next  pse  wt   ccn ccn ccn ccn cnccn ccn

ref nr 708 group jattw  after that it is boqcc boqcc boqcc boqcc is the

grpoup after jattw on the 17nth line of nr 708 int qsl nr 708 int qrv ne

xt pse??????



bbbbqrv qrv qrv qrv qrv qrv    for for     nxt nxt nxt  msg msg msg vovo

vovovovovovovovovovovovov    [waits for reply on QSX]



rrrrrrrrrrrrrrrrr

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

�INDONESIA



o Notes on Operation:

  - Language:  Indonesian, English

  - Idles in FEC-S with "lmlmlm" or "ccccc" before message sent.

  - Some messages headed "k i l a t".  Meaning unknown thus far.

  - Messages separated and begin with "zzzz" or "++++".

  - Messages end with "----" and operator/time/date stamp

  - Frequencies may vary slightly depending on mode used

  - Plain language Indonesian or English and offline encryption

    (5 letter groups)

  - Inter-stations messages repeated by Jakarta



o Transmission modes:

  ITA2         50bd   Erect   400Hz, 270Hz

  ARQ-S        96bd   Erect   170Hz            5CRC, 6CRC

  ARQ-M2       96bd   Erect   170Hz            8CRC

  FEC-S        96bd   Erect   170Hz

  SITOR-A     100bd   Erect   170Hz

  TWINPLEX    100bd   Erect                    F7B-1  No Interleave

  SSB



o Logged Frequencies:

   7944     10899.5   13501.7   14498     14500     14501.5   14502.5

  14504.5   14506.5   14508     14511.7   14701.5   15466.5   15476.5

  15640.3   15690     15991.5   16401.5   17478.5   17480.5   17481.5

  17484.5   17486     17486.7   18024     18037     18039     18042

  18042     18046.5   18051.5   18056.5   18063     18066.2   18066.5

  18071.5   18074.5   18080.5   18100     18101.5   18103     18106.5

  18206.5   18211.5   18216.5   18311.5   18316.5   18321     18321.5

  18388.5   18391.5   18393     18400     18400.5   18401.5   18405.5

  18407.7   18408.5   18409.7   18410.5   18411.5   18413.5   18416

  18416.7   18421.5   18426.5   18443.5   18446.5   18448.5   18450

  18451.5   18455     18458.5   18488.5   18491.5   18498.5   18501.7

  18505.7   18506.6   18508.7   18511.5   18512     18576.8   18691.5

  18701.5   18702     18792.5   18796.5   18798.3   18800     18801.5

  18802     18804     18805.5   18806.5   18808.4   18931.5   18991.5

  19056.5   19091     19091.5   19093     19096.5   19097     19101

  19101.5   19106     19106.5   19111     19111.5   19115.3   19117.5

  19220     19500     19501.5   19506.5   19755     19756.5   19762

  19766.7   19776.5   20391.5   20396.5   20401.5   20406.5   20407.5

  20411.5   24007.5





o Reported Callsigns and selcals for MFA and embassies:



  Selcal         Callsign         Location

  -----------------------------------------------

  VVXX                            MFA Djakarta

  VVPP                            Dar es Salaam

  VVKK                            New Delhi

  VVMM                            Paramaribo

  YKEK                            Pyongyang

                  BUNI            Tehran

  VVSS                            UNID



�o Dictionary:

  DEPLU         MFA - DEPartmen LUar negeri (lit. department foreign)

  MENLU         MENteri  LUar negeri (lit. minister foreign)

  duta besar    ambassador

  nomor         number

  perwakilan)

  perwakin  )   delegation

  pwk       )

  segera        immediate

  semua         all

  kilat         urgent (lit. lightning)

  Moskow        Moscow

  Pekjen        Beijing

  Wina          Vienna

  pebruari      February

  mei           May

  juli          July

  desember      December

  gitu          over ?



o Sample Message Formats:



Example 1: Typical Indonesian originated Tunis

----------------------------------------------

 deplu jakarta (via wina)                         [MFA Jakarta via Vienna]

 semua perwakilan ri (via deplu) kec. resort wina, bonn et ttcc lsg.





 nomor  : 087/tunis/060493.                               [message number]

 pro  : karo kepeg                                             [Addressee]

 info : semua keppris                              [Information addressee]

 ex   : dubes ri tunis                                        [Originator]

 ------



 mks nomor pl-2567/060293 disampaikan dgn hormat daftar alamat kantor,

 rumah et nomor telepon pejabats kbri tunis sbb :



 kantor kbri tunis      117, avenue jugurtha

      mutuelleville

      tunis - tunisia

      b.p. 63 el-menzah 1004

      telp. (216.1.) 797.188

      796.270







�Example 2: Typical Indonesian text - originated Chicago

-------------------------------------------------------



 semua perwakilan via deplu



 no.019/chicago/060893.

 pro  : menlu kma sekjen uupp karo kepegawaian deplu

        semua eselon i kma eselon ii kma semua keppris.

 info : dubesri washingtondc

 ex   : konjenri chicago



    rks nomor pl-2567/060293 bersama ini kami sampaikan daftar

    namas kma alamat et nomor telepon pejabat kjri chicago sbb:



 alamat kantor    : indonesian consulate general

     two illinois center, suite 1422

     233 north michigan avenue

     chicago, illinois ~0601



 nomor telepon    : (312) 938-0101 s/d 0104

                    (312) 938-0311 s/d 0312



 nomor faksimil   : (312) 938-3148



 nomor telex      : 210 222 inac ur



 no. nama et gelar jabatan     alamat rumah et telepon



 01. drs p. surahman     wisma keppri

     konsul jenderal     614 pine lane

       winnetka, illinois 60093

       tel (708) 446-0268



 02. drs tatang wikarman saputra  5106 prat avenue

     sek-i/ekonomi       skokie, illinois 60077

       tel (708) 675-5405



 03. drs suhaswoto hidyoningrat   350 w. wilshire drive

     sek-i/sosial budaya dan      wilmette, illinois 60091

     penerangan    tel (708) 853-8314



 04. walther s. kariodimedjo   4030 enfield avenue



 demikian utk dimaklumi ttkhbsindonesia chicago



 coll. pro semua  perwakilan  no. 019/chicago/060893 sent by ati.

 ----





�Example 3: Typical Indonesian text

----------------------------------



 pbo:01/0503/0800

  ===

  indon lagos



 no  : 1/png/050393

 pro : kaunitkom

 ex  : kaunitkom



 ---



 disampaikan ktd tgl 1 s/d 3 mei 1993 sbb:

 k i r i m :

 -------



 1. 09/png/043093

 terima :

 ---



 1. pc-099/043093

 2. pc-100/050193



 demikian ump ttkhbs



 - indonesia paramaribo -



 =====



 call:01/png/050393 pro indo  lagos ex indon paramaribo ttk



 =====



 ok mendarat sapai mbesok tks+?





Example 4: test slips from Jakarta in ITA2

------------------------------------------

BAGAIMA PENERIMAAN RYRYRYRYRYRYRYRYRY DELIMA TTKHBS

DELIMA KIRIM TEST  RYRYRYRYRYRYRYRYRYRY



DMA TESTING RYRYRYRRYRYRYRYRYRYRYRY



�IRAN



o MFA Teheran frequencies: 7614, 12238.5, 16108.5 kHz

o Transmission mode: ARQ/HC 240bd



The Islamic Revolution Guard Corps (IRGC)

-----------------------------------------

After ayatollah Khomeyni became the new leader of Iran in 1979, the IRGC was formed to protect the Islamic revolution. The IRGC -also known as Pasdaran- is the most important organization in Iran. More than 400,000 men are members of the Corps. The Pasdaran was formed by a decree by the ayatollah in May 1979. Another organization, second to the IRGC in importance, was the Sepah-e Basij (mobilization army), or short the 'Basij'. Khomeyni wanted to create a people's army to protect Iran against its enemies. In 1980 the Basij merged with the IRGC. The IRGC has evolved into the most powerful political and military organization in Iran. It operates its own armored, naval and air units. These units are used for the enforcements of Islamic laws in the urban areas; collecting intelligence; protecting government owned buildings; and assisting Islamic revolutionary movements abroad. It is the latter function that made them interesting for us because they are on SW! The Guards became 'world famous' when they hijacked the US embassy in Teheran on 4-11-1979, holding embassy personal hostage for 444 days. Since that time numerous international attacks were made against western or Israeli people and organizations. The extremist Shia seem to be the most active. Shia groups like Hezbollah and Hamas were trained by the IRGC. In 11 camps IRGC trains thousands of extremists to fight in Islamic wars. The Shia and IRGC fight in every Islamic war in the world or are responsible for the training of local terrorist groups. In recent years they fought not only against the Kurds, but they were also active in a.o. Afghanistan, Algeria, Egypt, Lebanon, Sudan and most recently in Bosnia where ca. 200 Guards stayed behind after the civil war. 



o Frequencies:

  Voice USB: 10293  12576.7 13456  13576  14545  14556 14576  14906  15806 15905 15956  

 15998  18421   18506  18507

  Packet 300bd: 	10293.7 13456.7 13506.7 13550.7 13556.7 13567.7 13576.7 14367.2 14507.2

14545.7 14556.7 14576.7 14906.7 15096.7 15907.4 15946.7 15956.7 18506.7       

18566.2

  Pactor  	The IRGC network seems to have added a Pactor sub mode (not standard 

Pactor 1-7); possibly Pactor-II.  15907.18  18507.18



In most cases the various modes on the net are run like this:

18506.00 - base freq for USB and CW coordination

18506.70 - Packet

18507.18 - Pactor



o Callsigns:

  101, 261, 601, 701, 702, 711, 721, 751, 752, 761, 801, 851, 901, 981

  701 = Khartoum

  901 = IRGC Teheran



o Notes:

  Language  : Arabic, Farsi

  Encryption: 	7Plus was used till early '96. They are now 

Operating standard Kantronics TNCs using the BBS to 

store messages always headed "SINGLE LINE 

ENCRYPTED".



  The network is shared with Sudanese Intelligence / MFA. All traffic noted so far originates from Iran, Sudan and North African countries.



�o Sample message:

  ---------------

  901-1*>701:

  SINGLE LINE

  701*>901-1:

  !B/#mWWK7epH!,Ef!El!DSJq!(BHaL!4^<Y)y!1i

  701*>901-1:

  B

  901-1*>701:

  CT:

  701*>901-1:

  !(!(!+6]!Z!I[0Ed9

�ISRAEL

 

o Transmission modes used:

  Sitor/A

  FEC/A    144bd



o Frequencies:

  10452.7, 10473.7, 10590.7, 13690, 24300 kHz

�ITALY



o Operational notes

  - Offline encrypted messages

  - Operators reported to have the habit of QSYing in steps of

    1Mhz/100khz/1khz

  - Traffic sent with RS equipment ends in a variant of that used

    by the German Diplo:

    nnnn

    (+/end messages/+) (/+end messages/+) (/+end messages/+)



o Transmission Modes

  RS-ARQ  228.7bd Erect 170  ITA2 or ITA5 mode

  RS-ARQ  240bd   8 tone     ITA2 or ITA5 mode

  FSK     1200bps UNID System (not sure if this is actually used 

          by diplo stations. Possibly military/police only)



  The Italians have been using quite a lot of different modes in the

  (recent) past, including SITOR-A, SITOR-B (reported), ARQ-E, ARQ-N,

  FEC-100, POL-ARQ (reported).



o Frequencies

   5289      6763      6771      6804.7    6811.7    6814.5

   7446.5    7447.5    7449.5    7457.5    7459.5    7477.5

   7858.7    7885.5    7910.5    8013      8033.5    8043.5

   8044      8053.5    8103      8126      8131.7    8134.5

   8141.5    8150.5    8161.5    8172.5    8177.5    8180.5 

   8192.7    9075.5    9085.5    9087.5    9090.5    9090.7

   9106.5    9126.5    9130.7    9140.7    9145      9150.7

   9161.7    9180      9187.7    9191.5    9283      9294

   9296      9333.5    9426.5   10150     10156.5   10178.5

  10191     10209.5   10339     10485.7   10537.7   10547.5

  10721     10844.9   10871.7   10873.5   10886.1   11035.7

  11092     11096.5   11098.5   11131.5   11141.5   11151.5

  11173     11276.7   11393     11432.7   11441.7   11461.5

  11463     11479     11480     11616.5   11643     12118

  12125.6   12126.5   12131.7   12135     12141     12145.5

  12150     12152     12157     12160     12216     12250

  12976     13341.5   13346.5   13378.5   13381.5   13388.5

  13389     13398.5   13425.2   13425.7   13446.5   13718

  13813.5   13847     13865     13877     13904.5   13904.7

  13911.7   13919.9   14036     14039     14152     14321

  14427     14447     14526.5   14534.5   14537.5   14543.5

  14546.5   14566.7   14568.5   14597.7   14668.5   14849.7

  14911     15681.5   15683.5   15795.5   15801.7   15806.5

  15810.8   15811.5   15821.5   15895     15927.7   15936.5

  15937.7   16023     16023.4   16032     16034.5   16056.5 

  16064.5   16156.5   16195.5   16233.5   16319.5   16339   

  16339.5   16643     17412.5   17422.7   17431.5   17440.5

  17443     17452.5   17473     17498.5   17504     17505.5

  17513.9   17973     18071.5   18083     18086     18123

  18160.8   18161.5   18191.5   18206     18246.5   18385.5

  18443     18471     18556     18691.5   18694     18733  

  19037     19056     19059.5   19275     19377     19461

  19463     19526.5   19567.7   19577     19640.6   19655.5

  19671.5   19873     19876     19877     20007     20035.5

  20053     20055.5   20123     20167.5   20173     20321.5

  20369.5   20386.5   20465.5   20573     20574.5   20584

  20776.8   20836.5   20860     20861     20873     21117

  23083     23120     23273     23381.5   23385     23473

  24034.5   24073  

�o Reported Callsigns and selcals for MFA and embassies



  Selcal      Call            Location         Mnemonic

  ------      --------        -------------    ---------

  VQMK                        Abu Dhabi

                              Accra            "ambaccr"

  VVMM        7OB450          Aden

  VXQF        9EU76           Addis Ababa      "ambaddi"

  VQCX                        Algiers          "ambalge"

                              Almaty           "ambalma"

  VQYF                        Amman            "ambamma"

  VVSQ                        Ankara

  VXXS                        Athens

  VXXF                        Baghdad*

  VXXK                        Beirut           "ambbeir"

              IPG27           Belgrade*        "ambbelg"

                              Bonn             "ambbonn"

                              Bucharest        "ambbuca"

  VQQX                        Budapest?        "ambbuda"

                              Cairo            "ambcair"

              VJ1YG           Canberra

                              Caracas          "ambcara"

                              Dakar*           "ambdaka"

                              Damascus         "ambdama"

                              Doha             "ambdoha"

                              Dublin           "ambdubl"

  VXXM                        Islamabad        "ambaisla"

                              Kiev             "ambkiev"

                              Kinshasa*        "ambkins"

                              Kuwait           "ambkuwa"

                              Lagos*           "amblago"  

                              Lima             "amblima"

                              London           "amblond"

                              Ljubljana        "amblubi"

                              Luanda*          "ambluan"

                              Luxemburg        "ambluss"

                              Madrid           "ambmadr" 

                              Minsk            "ambmins"

  VXQP/VQXP                   Mogadiscio

                              Muscat           "ambmasc"

  VVVK                        Moscow           "ambmosc"

  VXQQ                        Nairobi          "ambnair"

                              New Delhi        "ambndel"

  VQMY                        Nicosia

                              Beijing          "ambpech"

                              Prague           "ambprag"

                              Rabat            "ambraba"

                              Riga             "ambriga"

                              Riyahd           "ambriad"

  VVVX        IPG20           MFA Rome*        "maeroma"

  VXQV        IPG20           MFA Rome*        "maeroma"

  VQMP                        Sanaa            "ambsana"

                              Santiago         "ambsant"

                              Sarajevo*        "ambsara"

                              Singapore        "ambsing"

                              Skopje*          "ambskop"

                              Sofia            "ambsofi"

                              Tallinn          "ambtall"

                              Tashkent         "ambtask"

  VXXQ                        Teheran          "ambtehe"

                              Tel Aviv         "ambtela"

                              Tirana           "ambtira"

              IPG71           Tripoli*         "ambtrip"

  VQPK                        Tunis            "ambtuni"

  VQMF/VXXQ                   Valetta

                              Vilnius          "ambviln"

              IPG22           Warsaw           "ambvars" 

                              Washington       "ambwash" 

                              Zagreb           "ambzaga"

  VQFV                        UNID

  VXQK                        UNID

  VXQX                        UNID



  * denotes embassy equipped with RS-ARQ



o Consulates



  Mnemonic  Location                  Mnemonic  Location

  ------------------------------      -------------------------------

  conambu   Consulate Hamburg         conamst   Consulate Amsterdam

  conbarc   Consulate Barcelona       conberl   Consulate Berlin

  conedim   Consulate Edinburgh       congeru   Consulate Jerusalem

  conhong   Consulate Hong Kong       conlang   Consulate Los Angeles

  conlion   Consulate Lyon            conmadr   Consulate Madrid

  conmanc   Consulate Manchester      conmara   Consulate Marrakesh?

  conmars   Consulate ?               conmelb   Consulate Melbourne

  conmetz   Consulate Metz            conmopr   Consulate ?

  conmpla   Consulate ?               conmulh   Consulate Mulhouse

  conspie   Consulate ?               conshan   Consulate Shanghai

  constoc   Consulate Stockholm       consydn   Consulate Sydney

  contolo   Consulate                 contrip   Consulate Tripoli

  convanc   Consulate Vancouver       convien   Consulate Vienna

  conwett   Consulate                 conzuri   Consulate Zuerich

  

o Ministries



  Mnemonic     Ministero           Mnemonic    Ministero

  --------     ---------------     --------    ---------

  minagri      Agricultura         minbila     Bilancio

  mincome      Commercio           minfina     Finanze

  minindp      Industria           minindg     ? 

  mininte      Affari Interni      minlavo     Lavoro

  minposg      Poste               mintesd     Tesoro



o Delegations

  rappocs    Organisation for Security & Cooperation in Europe

  rapponu    United Nations

  rappnat    NATO

  rappcee    European Community



o Intelligence Attaches

  sismimd    SISME

  sisdemi    SISDE



�o Dictionary

  allamba      - all embassies

  allrapp      - all delegations?

  Esteri Roma  - MFA Rome

  Italdipl..   - Italian Emb ..          

  Italnato     - Italian NATO delegation, Brussels

  MAEROMA      - MAE (Ministry of External Affairs) Rome.

  Navitalia    - Italian navy



  Amburgo      - Hamburg            Atene        - Athens

  Belgrado     - Belgrade           Lussemburgo  - Luxembourg

  Lione        - Lyon               Pechino      - Beijing

  Varsavia     - Warsaw 



  at           - to (attention)     da           - from

  del?         - date               ordinario    - routine

  tx           - relayed by         urgente      - urgent

  urgentissimo - very urgent      



  Gennaio      - January            Febbraio     - February

  Marzo        - March              Aprile       - April

  Maggio       - May                Giugno       - June

  Luglio       - July               Agusto       - August

  Settembre    - September          Ottobre      - October

  Novembre     - November           Dicembre     - December



  RIFDA        - routing indicator. Military to diplomatic eg Naval

                 attaches???



o Sample Message Formats

==========================================================================

Example 1: Off-line encrypted message 

==========================================================================

 da esteri roma                                              [fm MFA Rome]

 at italdipl amman                                     [to It. Emb. Amman]

 nr. 26379/c del 26/10/1992     - urg -             [msg nr/date/priority]

 /////                                              [characteristic break]

 /////                                              [characteristic break]

 

 etegu vizts ksygy xqmrf ruukj tdadj ndgkl cemlj wavzy cxnic 

 eqoap kvffn vtqwj edkwq suitq inwsz bocuk lrjwp pmhkx voeqh 

                   <clip clip clip>

 fncuk gbpdj jkzex qeein aznne gkdqc ximhv lzwue vtkms mvkrm 

 ucftp asmzz fiymy mdhqo ecpyi adevp hmfde 

 

 /////                                             [characteristic break]

 0435                                              [groups assumed relate

 bpnyr grpmj                                        to encryption and/or

 bpnyr grpmj                                        authentication]

 /////                                              [characteristic break]

 nnnn                                               [message end]



�==========================================================================

Example 2: Off-line encrypted message

==========================================================================

 nr 230/gr 88/d/261630z 

 messaggio computerizzato non toccare la tastiera 

 da esteri roma 

 at italdipl amman 

 n. 26370/c del 26/10/1992    - urg - 

 ///// 



 ///// 

 

 szhpw lgrhl aosqu kjnmr wnegs rvdqo nqrmt glcpt uyhcs pphrv 

 fujvc kvjkm hykua qkibv ivozz yimdn ixodu uqfwq pbzpd mukxx 

                  <clip clip clip>

 xdemz scszk tsbxc jmpjq tjlhs asbsn noypa kxrcv nskto ewaaf 

  aawks knnzx cyltd aauii jzjjh ufjfd xdaht xhtci 

 

 ///// 

 0440 

 gfwdp rttnw 

 gfwdp rttnw 

 

 ///// 



 nnnn 



==========================================================================

Example 3: Message originated Tel Aviv being relayed by Rome to Amman

==========================================================================

 da italdipl tel aviv 

 

 at esteri roma 

 

 et italdipl abu dhabi - algeri - amman - beirut - cairo - damasco - 

       kuwait - rabat - riyadh - teheran e tunisi (pregasi 

       centro cifra provvedere). 

 

 n. 1082 del 26 ottobre 1992 - urgentissimo - 

 

 ///// 

 

 ///// 

 

 bvjtr phofk toamx lnrbo uuicy omuja jbalj ejjyk nzaor juwhf 

 hrxus gcoje flvan    ... etc 



�==========================================================================

Example 4: Alternative heading/tail arrangement 

==========================================================================



 nr 233 gr 126 d 271040z 



 da ministero affari esteri roma 

 

 at italdipl amman 

 

 n. 235 del 27/10/92 10:55   urgente 

 

 kkkk001 025 urg 235 271092 ba m1895 00043 0126yyyy 

 

 ----- 

  

 ockla kivro pnosh mguuc gnmkc kkocj axyfi gemas mzhjt arynz 

 

 sudpc twkxy      ... etc ...  



 ----- 

 

 kkkk001 025 urg 235 271092 ba m1895 00043 0126yyyy 

 

 nnnn 

  

==========================================================================

Example 5: Alternative heading arrangement

==========================================================================

  

 nr 226/gr 932/261515z 

 

  932/261200z 

  

 zczc 

 

 k9k9cif,1162,oearyme,26.10.92,rt,ord,tg,1/1,k9k9 

 

 da italdipl  riyadh 

 

 at esteri    roma 

 

 et italdipl: abu dhabi - algeri - amman - beirut - cairo 



==========================================================================

Example 6: Alternate addressing and Italian plain language examples          

      

==========================================================================

 zczc

 at mosca/varsavia                                      [Moscow/Warsaw]

 da ambmins                                          [Ambassador Minsk]

 at maeroma                                                  [MAE Rome]

 tg 173/010793/uss

 ch

 pc ambmosc/ambvars/ambkiev            [Ambassadors Moscow/Warsaw/Kiev]

 /////

 

 visita in bielorussia del presidente polacco walenza.

 

         1.  in ambienti governativi e parlamentari qui a

 minsk ho raccolto valutazioni molto positive sulla visita

 del presidente walenza nei giorni 28 e 29 giugno (mio tg

 164).

�==========================================================================

Example 7: Off-line encrypted traffic sent by 240bd 8 tone RS-ARQ

==========================================================================

 zczc

 da ambriad                                      [from Embassy Riyahd]

 

 at maeroma                                      [to MFA Rome]    

 

 tx ambtrip                                      [sent by Embassy Tripoli]

 tg 743/210797/ord/2.2

 

 cf

 

 pc ambabud/ambkuwa/ambalge/ambamma/ambbeir/ambcair/ambdama/

    ambdoha/ambmasc/ambraba/ambtehe/ambtela/ambtrip/ambtuni

 /////

 

 /////

 

 aphfj abcpa qlegz dfqyq aespe puiwr sikgr ahhsu kyarc efflt

 rpecw etc.

  

 /////

  

 2035

 hcani fmrye

 hcani fmrye

 

 /////

  

 nnnn

 (+/end messages/+) (/+end messages/+) (/+end messages/+)



�JAPAN 



- Operational notes:

 Copied traffic is usually a test.

 Occasional short 5 letter group traffic.

 Operator chat a mix of Japanese and English.

 ET(KV)RY always appears in their test msgs. No idea what it means



o Transmission modes used:

  Sitor/A       100bd

  Sitor/B       100bd



o Frequencies:

   7323.4   10738.2   10898.2	  13379.7   14513.7   14609.3   14675.6

  14718.7   16328.2   15717.0   15717.7   18037.4   18744.2

   

o Reported callsigns & selcals for MFA & Embassies:

  Callsign      selcal    Location

  ABGM                    Abidjan

  ADGM          BYPQ      Addis Ababa

  AMGM          BYVY      Amman

  BDGM                    Baghdad

  PKGM                    Beijing?

  BRGM                    Berne

                EPVP      Bucharest

  CAGM          UQVP      Cairo

  CRGM                    Caracas

                OYVM      Colombo

  GMCK          BCVC      Conakry

  DMGM                    Damascus

                OKVX      Dar es Salaam

  DHGM                    Doha?

  IBGM                    Islamabad

  ITGM                    Ankara (Isuturkei)

  GMKT          UQVM      Khartoum

  GMKI          BQKK      Kinshasa

                OYVK      Kuala Lumpur

  KWGM          UQVX      Kuwait

  LAGM                    Lagos

  GMLV                    Libreville

  MRGM                    Monrovia

  MCGM                    Muscat

  NAGM          BYPX      Nairobi

  QIGM                    Quito

  RDGM                    Riyadh

  GMTH          UQVQ      Teheran

  HGGM                    The Hague

  TRGM                    Tripoli

  WIGM                    Vienna

  WSGM                    Washington?

  ?             BQQQ      ?



o Dictionary:

  Chu-nichi-taishi        Japanese Ambassador

  Daijin                  Minister

  Gaimen                  exterior, abroad

  Gaimu-daijin            Minister of Foreign Affiairs

  Gaimu-sho               MFA

  Taish-kan-in            embassy staff

  Tai or Taishi           Ambassador

  Taishi-kan              embassy

  Ryoji                   Consul

�o Sample message formats:

Example #1/4: test messages

---------------------------

KIMASU

TESTING EMBASSY OF JAPAN IN BANGLADSH (DC)

M

MN

MNN

MNNN

RYs x 3 lines

ET(KV)RY  x 2 lines

THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG'S BACK x 2 lines

1234567890-'()+/:=?,.  x 2 lines

IJOO HOW PLS+?

---------------------



C- GMBG9764

GMPP1557

GAIMU 0376 23 1533

URGENT YYYYY TAI KANBOJIA

FFAAA HHHHH Q01NAE XA

5 letter groups

XZ-

     DAIJIN

---------------------



UQVQ UQVQ UQVQ UQVQ UQVQ (= Teheran)



SOREDEWA OO YORI TEST MSG SEND



TESTING DE EMBASSY OF JAPAN, CAIRO (EJIPUTO)

M

MN

RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY

RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY

ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY

ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY ET(KV)RY

1234567890-()+/:=?.690-)+/:=?,.

THE QUICK BROWN FOX JUMPED OVER THE LAZY DOG'S BACK

THE QUICK BROWN FOX JUMPED OVER THE LAZY DOG'S BACK

EST

---------------------

�MALAYSIA



o Notes on operation:

  One characteristic of Malaysian Diplo is the use of "I" separators,

  such as follows: IIDJIIAYMTII / IISMCFMFMIIBXII. Notice how it all

  runs together, but each group is separated by "II".



o Transmission mode: SITOR-A



o Frequencies:   14707.0  14875.0  16281.5  16286.0  17425.0

                 18261.5  18423.5  19500.0  20670.0



o Dictionary:

  WPKL or WISMA or WISMAPUTRA  -  MFA

  MALAWAKIL                    -  Embassy

     MALA  = Malaysia

     WAKIL = representative



o Sample message formats: (may vary slightly)

----------

Example #1



WISMA CLG NEW DELHI

TEL(ex) #

time/day/date stamp

   5 letter groups

WISMA

NNNN



---------

Example #2



MALAWAKIL JAKARTA CLG WISMAPUTRA

TEL(ex) #

time/day/date stamp

   clear message Malay or English

MALAWAKIL JKT

NNNN



�MONGOLIA



o Notes on operation:

  # Language: Mongolian



o Transmission modes used:

  ITA2     50bd R / 850hz



o Frequencies:

  14582  14586.9  14577.7  17538  17542  17554  18667.5  18933 kHz



o Reported callsigns for MFA and embassies:

  JTF23    MFA Ulaanbaatar

  OMZ24    Prague



o Abbreviations & locations

  ub       Ulaanbaatar

  pr  22   Prague

  buh 25   Bucharest

  bud 18   Budapest

  var 21   Varsavia (Warsaw)

  sof 21   Sofia                         

  par 20   Paris

  nyw 20   New York

  vash20   Washington

  jen 22   Geneva

  lon 16   London

  br  16   Brussels

  gav 17   ?

  ka  19   ?  

 

o Dictionary:

  iz       from

  por      nr(?)



o Sample message formats:



Example #1 - Tfc in Mongolian to Bratislava

-------------------------------------------

omz-24 omz-24 omz-24 jtf-23 jtf-23 jtf-23 yryryryryryryryryr

omz-24 omz-24 omz-24 jtf-23 jtf-23 jtf-23 yryryryryryryryryr

omz-24 omz-24 omz-24 jtf-23 jtf-23 jtf-23 yryryryryryryryryr



qduudlaga sain irj baina me

deetee e



gqduudlaga sain irj baina me

deetee egfgee  eg eg egj hmbdr~~duudlaga san irj baina me

deegee egdee  eh eg eg hmbem~oduudlagi~ain irj baina me

deegee egdee  eg eg eg hne

a

zok zok zok zok e~~aina uu tanaih ~nd medeegui baiv

manaih ch gesen ~ un ~araar sar shineer medee bagatai bai

dag ni  jam yum uu daa enee~l gesen gan~han medeetei ba~~~sainbayr yasan 

be ter neg hariugii ni avaad egchigd~ii end bi

eder ~i~ tarchilj baina  hariu neheed baih yum tsaadahdaa helee~~hmbd

�iz ub iz ub por 176/pr 22 buh 25 bud 18 buh 18 var21 sof 21    par20 nyw 20 vash 2 ~n   ken 22 lon16 br 16 gav 17 ka 19        (Message header)

vbuh dtg uudad                                                 

1 ih hurlyn songuulid muan msdn yn ardchilsan holboo evsel

baiguulan oroltsohoor gereend d ganbold r gonchigdorj nar garyn

useg zurav

2 shniin negend zoriulsan undesniii behiin barildaand 256 beh

zodogltn doloogiin davaand bat%rd%n% balvinqmyg amlan aw4 avch dawa tunasan menh erdene gantogthyg evdeg shorooduulj uzuur turuund uldse darhan avraga bat erdene arslan menh erdeniigdavan ene barilt~~s~dahi udaagaa turuulev tsolmon+huleen avahyn utas bas boldoggui shuu  ted zarimdaa ~ii avaad tavichihdag yumaa  naash ni utsaar yari gezj helne uu  bid hoatrondoo holboo barij chadahgui bainamanai medeeg bodvol avsan bizdeeyhmbdt~huleen avahyn uta~as boldoggui shuu  ted zarimdaa hii avaad tavichihdag ~aa  naash ni utsaar yari gej helne uu~id hooronoo holboo barij chadahgui baina manai medeeg bodvol avsan bizdee hmbdep~huleen  avahyn utas bas boldoggui shuu  ted za~~daa hii avaad tavichihdag yumaa naash ni utsaar sai gej helne uu  bid hoorondoo holboo barij chadahgui

baina manai medeeg bodvol avstz~izdee hhbdvhuleen avahyn utas ~ooldoggui shuu  ted zar~daa hii ~aad tavichihdag~yumaa  naash

vzok zok zok zok sain baina uu tanaih 21 nd med

�MOROCCO



o Notes on Operation:

  Language: French



o Transmission Modes:

  ITA-2         50bd

  CW



o Logged Frequencies: 14403, 18897, 20378 kHz



o Reported Frequencies: 11433, 18896, 20379.5 kHz



o Frequencies referred to as F1, F2, F4, F5, F6



o Reported Callsigns for MFA and embassies:



          Tactical        Location

          --------        ----------

            F9O           MFA Rabat?

            H5P           MFA Rabat?

            L6E           Cairo?

            E7U           UNID

            H9N           UNID

            O4T           UNID

            S4K           UNID

            3CK           UNID

            3MTR          UNID

            S1C1          UNID



�NIGERIA



Transmission modes used:

FEC/A      96bd     E    720hz     



Logged frequencies:  19357

Reported frequencies: 19643.5 19645.5  19988.5  21408.2  23355    24060



Notes on operation:

Language: English

Off-line encryption (5 ltr groups).

Two stations alternate on same frequency.

Routing occasionally as MFA for KNS ie MFA Lagos for Embassy Kinshasa

"External TAC Abuja" also observed.



Dictionary:

External    Address for MFA Lagos (occ External Abuja)

Foreign     Signature of MFA Lagos

BGY         Lagos

KNS         Kinshasa

MEA         Ministry of External Affairs (alternate to MFA?)

MFA         Ministry of Foreign Affairs

ndc         Nigerian Diplomatic Code?

Nigerian    Nigerian Embassy

NUK         Nigerian UK (London Embassy)

             

Sample message formats:



Example #1 - Basic message structure                              



Nigerian Kinshasa          (Originator Nigerian Embassy Kinshasa)



12/2/93 (1350 hrs)         (date time)

Immediate Nigerian UK London (Priority-Addressee Nigerian Emb Loc)

UNND x                      ("UNND" ? and "x" in lieu of STOP)

                    t e x t 



Nigerian Kinshasa                  (Originator signature).



Example #2 -  Message from Kinshasa                               

   

 immediate external abuja           (Addressed MFA Abuja) 

 

 tel: no: 48                        (Telegram nr)

 =========== 

 for gg's office from claude-wilcox 

 rpt to: prcd 

 we are being inundated by enquiries and comments from both 

 press and individuals on the political happenings at home xx in 

 most instances we appear inadequately informed on latest 

 happenings stop we therefore wish to request that developments 

 on the political situation at home are despatched to us on a 

 regular basis as they happen so that we can be fully abreast 

 with government's positions and decisions on the problem stop 

 the press comma the diplomatic commuity and private individuals 

 here show a lot of interest and concern on the current 

 happenings in nigeria stop 

  nigerian kinshasa                   (Nigerian Ambassador)

 27/07/93 : 1230 hrs 

�Example #3 -  Press summary header                        



  bgy for all missions                (from MFA Lagos)



  for duty officers x 

    prestel for ur cfmation please x 

 

 to all missions 

 ============= 

 prestel p/lo 163 

 ================ 

  press summary -21/7/93 

 ====================== 

 receiving a delegation of igbo traditional rulers yesterday, pj 

 president babangida told them that the corporate existence of 

 nigeria as one entity was not negotiable and ruled out the 

 escalation of the political crisis, reports the daily times x 

 nigeria as one entity was not negotiable and ruled out the 

 escalation of the political crisis, reports the daily times x 

       <snip> <snip> 

 the observer quotes a washington-based population reference 

 bureau as publishing in its 1993 data sheet that nigeria has 

 a population of 95.064 million people , ranking as tenth most 

 populous country in the world x the daily champion informs that oil price has crashed to fifteen point nine eight us dollars a barrel against our 199 3 budget  price of seventeen point five zero x the imf has advisedafrican government s to cut down military expenditure and accord adequate priority to rrestigious development programmes for high economic growth reports the punch x 

 foreign lagos                        (From MFA Lagos) 

 21/7/93 

 1633 hrs 

 for duty officers x 

 

 grateful confirm if rok there x 

 bgy out on stdby x                       



Example #5 -  Service message                        



 allallallallallallallallallallallallallbgy for all

 bgy for all missions

 unnd x for duty officers x 

 this is to inform u that bgy is now open for normal operation

 today 22/12/95 x msgs can now come in while cfmation 

 follows x sorry for silence for the past few days x it was

 due primarily to power problems x grateful come in and cfm

 how u copy this test call at yr respective ends x x 

 foreign lagos

 22/12/95+++

�NORTH KOREA



o Operational notes:

  Language: Korean

  Offline encrypted messages using 5-fig groups. An additional group

  indicating the x100 groups every tenth line (see final sample msg).



o Transmission modes used:

  CW

  ITA2   50bd R 500Hz and 1000Hz

  BPSK   1200bd



o Frequencies

   3322.3       8200           8819.7         8824           8850

   8876         8878.1         8879           8882.2         8888.3

   9395        10031.2        10075.6        10135          10460

  10467        10590          10594.6        10595.1        10635.3

  10770        11121.8        11326.6        12154          12411

  12431        13288.7        13310          13312.8        13315 

  13317.5      13327.7        13820          13856          13859.5

  13872.5      14214.7        14225          14800          14860

  14975        15856          16167.9        16232          16240.5

  16248        16251          16422          16428.9        16487.7

  16875        17228.7        18031          18095          18100

  18111        18215          18409.5        18420.7        18422.5

  18815.9      18816.5        19221          20058          20560

  20660        20903          20906.3        20935.3        21067

  21369.6      21863.5        23165          23520.2     



o Callsigns for parent MFA and embassies:

  None reported / listed.



o Sample message formats:



Example #1 -  Plain language, partially corrupt

-----------------------------------------------

zenseung  40 dolyqeul mazneun qemunvye8zosen qinminqeigei  

qyelqyelhan chuhalauvqainda. 

zinan 3 nyenganqeui gaqyelhjvk~ug haibangzenzaingqeun  

gaz haibangdoin zosen qinminqeigei qissqese kedalan nagoanqi  

qanilsu qebsqessda. 

geulena quidaihan gunsa zenlyaggaqisin  gim qil seng zuseg ggeiseneun 

(( modeungesqeul zenzaingseungliqeilo )) laneun hyegmyevgzz1(0+9~ihasigo  

zenchei zosenqinmingoa qinmingundaileul  

quzvsqugyegmyelqeilo bulle qilqeukisiqye machpvvwqbvkvwxmxw1xvjq y~~@.  

zengcvqnpqks?6kvvvichseunglileul qilughaqyessda. 

zosen qinminqeun zagiqeui heuisaingzegqin tuzaingqeulo zogugqeui 

zaqyuqoa doglib, minzogqeui zonqemqeul suhohaqyessda. 

zogug haibangzenzaingqeise zosenqinminqeui seunglinzun minzogzuv 

o1/008@mmggohi hagiquihai tuzainghaneun nala qinmindeulqei37 

kekapapypvswjm/++71+''$-. 



�Example #2 -  Offline encrypted messages

----------------------------------------

 

mf42/58     540    50               (ID?    msg nr    group count)

 

51403 34885 10093 32399 15128 24773 75965 72732 82143 68773 

89197 60260 59109 65490 66431 36003 63047 47229 07832 19512 

37554 41129 60767 28378 99504 57439 10276 78391 66347 36530 

57567 83413 29667 04601 19867 31475 98533 76385 52345 34145 

40008 78866 45680 82089 63390 05717 38847 29894 10237 79021 

 

4646464646464646464646464646464646464yryryryryryryryryryryry

 

 aaaaaaaaaaa

 74/01    22    68   03115   03115 (id?, msg nr, gr.count, key?)



 25370 43477 16319 98781 68958 40714 14339 24337 48066 76596

 99351 73946 91502 44101 86033 80856 51496 62703 51750 52598

 15957 55883 82776 23264 42149 96304 31372 56295 67894 37748

 96912 53848 75362 11977 64291 63982 09322 78514 16158 89166

 24606 47976 81982 99295 47612 01696 01812 69828 28513 28472

 74974 53598 76171 60150 75206 97634 92600 75688 16413 84576

 45094 74442 47477 88772 91081 71197 05463 21089

 ............

 

 74/02    228    343   ui66    05100   05100

 01705 47024 80412 67964 62359 58285 72878 30328 75093 20311

 21902 48671 66785 95006 50875 08385 81992 77008 41927 83209

               <clip clip clip>

 53508 68296 32265 97813 34520 16846 97791 60407 80487 81246

 62235 81666 08822 82770 76016 02015 10816 89775 33206 89379  100

 25958 09866 17176 61051 63522 37044 43732 64499 97361 10051

               <clip clip clip>

 01846 61946 13099 08150 66065 13378 41275 06588 78036 11675

 61091 15829 22244 41201 25526 67851 21543 87094 02162 16319  200

 38421 93708 93621 46336 22458 42643 62554 14342 10660 75666

              <clip clip clip>

 95161 60880 55387 73516 67969 74192 02366 50990 16071 14278

 47659 44354 47822 75406 18235 62140 04924 97933 92434 35631

 66640 27984 29810 38579 65393 28260 52230 62991 40896 59014

 22537 79144 38523

�NORWAY



Transmission modes used:

TWINPLEX  100Bd     N    F7B-1     -400/-200/+200/+400 [S7/400Hz]

                         Word Interleaved.   Erect

 

Logged frequencies:

6961.9   9081.9   9274.9  12123.9  13495.9  16073.9  18487.9  19807.9

21893.9 kHz

 

Reported frequencies:

 9179     9327.9  13388  15974  16103.9  16129  16277    16284.9

18445.5  18476.8  19827  20029  21852.8  21859  21892.5  23180.8 kHz

Watch out ! Frequency guides erroneously list Danish diplo as Norwegian

diplo. The 'reported freqs' originate from frequency guides and may be

incorrect (-Ary-)

 

Notes on operation: language: Norwegian // Single freq ops. // Uses

online encryption with p/l header

 

Reported selcals for parent MFA/Embassies:

Selcal             Location            Selcal        Location

--------------------------------------------------------------------------

KCKZ                                   KDMT               MFA Oslo

KFCB               Dhaka               KFCD               Windhoek

KFCI               Gaberone            KFCT               MFA Oslo

KFKR                                   KFKT               MFA Oslo?

KFKU               Tel Aviv            KFME               Dar es Salaam

KFMI               Lagos               KFMO               Maputo

KFMT               Dakar               KFPD

KFPE                                   KFPR               Bucharest

KFPU               Abidjan             KFPZ  collective call from MFA ???

KFQB                                   KFQD               Ankara?

KFQE               Bangkok             KFQI               Lusaka

KFQR                                   KFYO               Kiev?



Dictionary:

-----------

dato                    date

haster                  urgent

i                       in

Noramb                  Norwegian ambassador

Noreg                   MFA Oslo

Norsk Ambassade         Norwegian embassy

pressekontoret          press office

prioritet               priority

utenriksdepartement     MFA Olso

dagens                  todays

 

Sample message formats:

 

Example #1 - Norwegian p/l message to the Norwegian embassy in Beirut.

----------------------------------------------------------------------

 ccccc

 ambassaden i beirut, p.t m damaskus 16.12.92

 

  ikke ville finne sted foer langt inn i 1995.  men

 konsekvensene av ''rydde-jobben'' under ef-toppmoetet i

 helgen, gjoer at tidsplanen kan bli fremskyndet.  dette er i

 alle fall en hypotese begge ef-~r~anisasjonene naa innretter

 seg etter.

etc etc etc etc�Example #2 - Norwegian p/l diplo press summary

----------------------------------------------

 det kgl. utenriksdepartement, oslo

 pressekontoret

 

        t e l e x n y t t  nr. 243/92  oew/-

 

 dato:     15. desember 1992

 

 f o r l i k e t:  ost og melk billigere  (aftenposten/ntb)

 pris paa melk og ost blir lavere.  det er klart etter at

 arbeiderpartiet og sentrumspartiene kom til enighet sent i

 gaar kveld.  dermed er krisepakken for naeringslivet sikret

 flertall i stortinget.  arbeidsgiveravgiften blir redusert med

 2,4 prosent eller ca. fem milliarder kroner.  den blir dekket

 inn av en momsoekning paa 2 prosent.  sentrumspartiene har

 faatt en garanti om at det i merverdiavgiftsloven lovfestes en

 momskompensasjon for melk og ost, slik at den reelle

 avgiftssatsen etter fradrag av kompensasjonen tilsvarer 15

 prosent.  i forliket er de tre partiene blitt enige om aa

 frita kraftkrevende i~~ustri, treforedling og

 vek~thveksthusnaeringen for el-avgift, slik regjeringen foreslo.  de

 tre partiene som ikke er med paa aarets budsje~~for~ik, hoeyre

 

Example #3 - Chatty p/l calls

-----------------------------

Callup procedure in Sitor A. Selcal KFQE is the embassy in Bangkok.

 

 kfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkf

 kfqeqekfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkfqeqekfkf

 

 hallo i bangkok boerge her med dagens news noe andre veien?

 (hello in Bangkok. Starting (here) with todays news and some other issues)

 

 +?fint her komm~er sakene ha en fin morgen naar dere kommer paa~ jobb

 (Fine. Here it comes (sakene=things/issues). Have a nice morning when

  you arrive on your work (or just "have a nice day")

�PAKISTAN

 

o Stations

  There are two MFA locations in Pakistan, one in Islamabad and one in Karachi.

 

callsign  selcal  location         callsign  selcal  location

-------------------------------    -------------------------------

ASN 69    FMCA    Stockholm        ASP 32    KMEU    MFA Islamabad

          KQEK    Brunei                     KUQS    Accra

          MBKC    Ankara           ONN 35    MMRQ    Brussels

ASE 63    MRZK    Paris                      OBSU    Jeddah

          OXFF    Jeddah?          AST 51    OYDK    Teheran (or AST61?)

ASZ 57    PKIY    Rome                       PMUF    Damascus

          PQPR    Seoul                      QAFX    Niamey

          QYDK    Belgrade                   QZKY    Algiers

          TASC    Tripoli                    UKCK    Paris?

          VPSB    Maputo                     YMRF    Baghdad

          OXSZ    Unid             ASK 16            Kuwait

ASK 21            MFA Karachi      ASM 41            Moscow

ASP 23            Dhaka            ASS 6             Ankara

B 18              Manama





o Transmission modes used:

  TWINPLEX 100bd     N    F7B-1     -300/-100/+100/+300 [S5/200Hz]

                                    -200/-85/+85/+600 [S3/140Hz])

  Sitor-A  100bd     N    170

  Sitor-B  100bd  SBRS

  ITA2      50bd

  USB

 

o Logged frequencies:

  14990.7  16386.7  18061.7  18071.7  19031.7  20011.7  20017.0    

  20976.7  22006.7  23021.7

 

o Reported frequencies:

9107.0	10231.7  10891.7  12152.7  13274.0  13421.7  14386.5 

14407.5 14466.7  14479.0  14481.7  14697.0  16381.5  16391.7 17268.7 17421.7  18011.7  18021.7  18051.7  18091.0  18287.5  18577.0 18597.7  18977.0  19001.0  19003.3  19021.7  19051.7  19108.9 19231.0  19806.8  20051.7  20099.0  20110.7  20901.0  21006.7 21066.7  21306.7  21366.7  21853.0  21862.9  21864.0  21894.0 22008.7  22016.7  23011.5  23602.7  24006.7  26412.0

 

o Notes on operation:

  [SAT][SUN]

  Language:     English

  Offline/online encryption

 

  The original tone displacement (-200/-85/85/600) appeared to have been replaced by a later displacement (-300/-100/100/300). However recent loggings show the original arrangement on 16386.7/19031.7 khz and the later arrangement on 14990.7. So far no mixture of arrangements seen on any given frequency.

 

o Dictionary:

  dto                date of origin

  Foreign Islamabad  MFA Islamabad

  Foreign Karachi    MFA Karachi

  faibd              MFA Islamabad (abbrev?)

  PAREP ...          Pakistan Emb ...  (Pakistan Representative)

�o Sample message format:

  Example - Off line encrypted message

  ------------------------------------

  pppp

  from   parep rabat                         (fm Rabat Embassy)

  to     foreign islamabad                   (to MFA Islamabad

  dto    november 20, 1992 ( 1845 hrs)       (date of origin)

  most immediate                             (priority)

  foxtrot  alpha  a#++alpha  delta  sierra   (encryption key)

 

  wtamf wjdrn irmdg wmyzf kvedr zqpus wuanw xcydw ufomk lcabi

  gsacw oywjm dwvpo jlcct wgfjm j~~z gvuhf vhmrt prfbv lrnct

  ulpfd fhknn xruul qmnab teddr ogkri uqri~m~crbf~jmhiz pzibw

  zopnw oaeza neykp lcxpw pzqaz spycz hzgzr fwyzi aerxg vuieg

  htxfa hxcqb pnvpl adflh mtlfm lvrve hqrkp jyxkr nmmdo embjs

  mxzcz xyuau yxukf tguqs wjpby qibwn jingt uiqqs ykqbu oiixz

  ktjdh param geysy cfwkp eprif lklsd zydfc tbfhd skjkp lpqwp

  swsyb mhmqx zxokh rsndp ncgdn~ia~va rpkyp zkcqb eteur sxvws

  yjjbd eepv~pvg lrvbq soqkf cmypo cwtlh vdrnl nhlnx wkifr eqxdi

  fjdbg gzxxe usahz plbhr fdune qccdk vnkgw uavku wgdas ecbrq

  vgtyu oqdug yxitd xdmhh tpmeq ldeew ffqsj bjzoi xtlhk sbjse

  zcbfe peugy yovad eaaoh dksjx cvlhb cbzab bbgva hlrcn ydqps

  fdxjp zflth wqqhv vwngl olisi kdlek nxywz ddade fosgn njfen

  dqlnx vdnlc gqbid ciqby cpqhu gkpmj ssafo dyfjz kdrbl jfzef

  fusbw etlve doolq gzobx psxkd xcpfl tvgch lejzy ehwgw rcydh

  ldico xsbuv axhcn ubpui sqwwy pzybp isjcq ksjhn xfyms yoiae

  tlgwu uosdo

�PERU



o Transmission mode used:

  ITA2          45bd      170Hz?



o Frequency: 14437.8 kHz�Philippines



o Transmission modes used: CW

o Frequencies: 14678.5, 14694, 16665.5, 16720, 17365 kHz

o Reported callsigns:

  'NES' = MFA Manila

�POLAND



o Notes on operation:

  - 	Language: Polish, English, French

  - 	ARQ/POL idles on BETA

FMZV noted a few times beginning/end msgs encrypted ITA2?

Messages occasionally to CQ3 or CQ3/4 against CQ - discrete group

  - Traffic is listed and sent to CQ4, broadcast then repeated.



o Transmission modes used:

  ITA2      50bd

  ITA2      75bd / R / 250

  ARQ/POL  100bd / E / 200

  CW



o Callsigns MFA & embassies:



  Callsign  Location                Callsign  Location

  -----------------------           ---------------------

  AND6      Madrid                  CME301-6  Havana

  CUV654    Lisbon                  CYS22     Ottawa

  ETK47     Addis Ababa             ETT37     Addis Ababa

  KNY20     Washington              SNN299    MFA Warsaw

  SPP312    Accra                   SPP313    Algiers

  SPP314    Ankara                  SPP315    Athens

  SPP317    Bangkok                 SPP321    Berne

  SPP322    Brussels                SPP323    Berlin

  SPP325    New Delhi               SPP327    Djakarta

  SPP341    Lagos                   SPP342    Luanda

  SPP348    Paris                   SPP351    Phnom Penh

  SPP353    Rome                    SPP357    Tripoli

  SPP362    Vienna                  SPP5      New Delhi

  SQR65     London                  SSP51     Accra



�o Frequencies:

4017   	4025     	4030     	4523     	4600     	4623     	4912     4932		4962     	5041     	5218    	5238     	5281     	5376.5   

5427.5 	5432     	5433     	5734     	5765     	5772     	5774    

5790   	5905     	5923     	6528.7   	6769     	6782     	6807     6814   	6833     	6844    	6894     	6935     	6937     	6948     

6968   	6984     	6985     	7376     	7383     	7474    	7483     

7585.7 	7588     	7622     	7637     	7766     	7786     	7934     

7987   	8028    	8029     	8031     	8083     	8126     	8127

    	8134   	8148     	8157     	8166     	8172     	8174     	9046     

   	9047   	9066     	9088     	9106     	9108     	9110     	9132       

   	9135   	9152     	9153     	9186.6   	9198     	9208     	9225     

   	9291   	9362     	9363.9   	9453     	9913     	9914     	9929.2   

   	9931  	10113    	10134.8  	10148    	10186    	10200    	10208    

  	10281  	10297    	10314    	10388    	10415    	10428    	10458    

  	10653  	10764    	10788.8  	10834    	10850    	10902    	10917    

  	11019  	11052    	11077    	11120    	11122.3  	11128    	11150

  	11220  	11447    	11477    	11493    	11535    	12078    	12125    

  	12131  	12143    	12173    	12188    	12204    	12206    	12216    

  	12228  	12314    	13395.5	13403    	13414    	13420    	13421    

  	13446  	13467    	13521    	13524    	13546    	13569    	13598    

  	13693  	13852    	13872    	13877    	13900    	13917    	13957    

  	13972  	13975    	13988    	13991    	14339    	14359    	14372      

  	14448  	14449.2  	14579    	14581    	14586    	14637    	14639    

14640  	14678    	14703    	14726    	14732    	14734    	14738

  	14784  	14810    	14820    	14832    	14894.3  	14903    	14907    

  	14912.5 	14920   	14932    	14945    	14948    	14985    	14986    

  	14987   	15679   	15746    	15748    	15757    	15792    	15846    

  	15855   	15876   	15974    	15976    	16011    	16023.7  	16024.5  

  	16040.2 	16041   	16109    	16110    	16112    	16114    	16200    

  	16201   	16221   	16223    	16230    	16246    	16274    	16345    

  	16352   	16359.5 	16371    	16402    	16428    	16834    	17411     

  	17430   	17421   	17448    	17934    	18003.7  	18050    	18052.9

  	18060   	18064   	18082    	18092    	18094    	18104    	18116    

  	18130   	18132   	18174.3  	18184    	18202    	18214    	18216    

  	18355   	18378   	18572    	18735    	18761    	19111    	19149    

  	19608   	19672   	19900    	19942    	20033    	20072    	20094    

  	20286.5 	20294   	20418    	20798    	20933.5  	20945    	20953    

  	22130.1 	22946.5 	23172    	23405 



o Dictionary:

  Angielska - English

  biuletyn  - bulletin

  eckonomiczny - economic

  Francuska - French

  MSZ       - Ministerstwo Spraw Zagranicznych (MFA)

  pilny     - express (priority)

  placowka  - legation

  claris    - clear msg



�o Sample message formats:



Example 1  - Message in Polish

==============================

 ostatttnia aktualizacja pliku

 godz:    22:05:11       utc

 ++++++++

 pekin -  rh mpt <name>             (embassy + name of recipient)

 tokio -  rh s

 algier - rh m

 kair - rh e.

 new delhi- rh d

 bagdad - p

 teheran - rh j

 rabat    - rh j

 lagos - rh r

 islamabad - rh w

 bangkok - rh j

 tunis - p

 ankara - p



 claris 850/863   sl 100   warszawa 92.10.23



 brh



 w oparciu o par 7 ust.1 lit.a zalacczzzzznikka do decyzji nr 11 ministra wgz z dnia 31 marca 1992r. w sprawie zasad i trybu doboru kadr na stanowiska pracy w placowkach ekonomiczno-handlowych  za granica, departament kadr i szkolenia przypomina o koniecznosci poddania ocenie pracownikow po 18 miesiacach ich pobytu na placowce i prosi  o nadeslanie tych ocen.

 mr xyz <name signer>



Example 2 - European menu or QTC list for Embassies for use in the

            automatic system + a file list.



 01. rabat       =     ???          min ( 4.63 )

 02. belgradd    =     ???          min ( 3.18 )

 03. berno       =     ???          min ( 2.03 )

 04. rozdz       =   r-all-1        min ( 8.20 )

 05. rozdz       =   r-all-2        min ( 6.68 )

 06. rozdz       =   r-all-3        min ( 7.21 )

 07. rozdz       =   r-wsp-1        min ( 1.47 )

 08. rozdz       =   r-wsp-2        min ( 1.56 )

 09. strefa      =   str-1-a        min ( 1.67 )

 10. strefa      =   str-1-b        min ( 5.68 )

 11. strefa      =   str-1-c        min ( 4.22 )

 12. strefa      =   str-1-d        min ( 3.35 )

 13. strefa      =   str-2-a        min ( 1.66 )

 14. strefa      =   str-2-b        min ( 3.40 )

 15. strefa      =   str-2-c        min ( 4.25 )

 16. strefa      =   str-22-d       min ( 5.76 )

 17. strefa      =   str-9-a        min ( 1.67 )

 18. strefa      =   str-9-b        min ( 3.32 )

 19. strefa      =   str-9-c        min ( 4.42 )

 20. strefa      =   str-9-d        min ( 5.57 )



 .msg-end.

�    .end of file:

 menu-eu



 prosze czekac... wywolanie programu



          przyjeto 14            wiadomosci dnia 29.12.1995

           z pliku odb.rad     o godzinie 09:11:35 utc



          operator : ary automatyczne



 claris nr:1380 sl:130 cp: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1381 sl:110 cp: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1382 sl:110 cp: ~.~@~5.,$6, $:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1383 sl:120 cp:pilny m:londyn d:1995/12/28

  uw krakow tlx:322302

----

 claris nr:1384 sl:110 cp: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1385 sl:120 cp: mm:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1386 sl:110 cp: m:londyn d:1995/12/28

  kkg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1387 sl:100 cp:: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1388 sl:110 cp: m:londyn d:1995/12/28

   kg-sg-wojcieszczzuk tlx:812320

 ---

 claris nr:1389 sl:110 cp: mm::londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1390 sl:120 cp: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1391  ~100 ~:0: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1392 sl:120 cp: m:londyn d:1995/12/28

  kg-sg-wojcieszczuk tlx:812320

 ---

 claris nr:1393 sl:~2~    cp: m:londyn     d:1995/12/29

  msz - daio - pomidowski - de~~ - magranski

 ---



 wiadomossci powtorzone:



 przyjete wiadomosci :



 ~oniec potwierdzenia.



   .end of file: qsl.

�Example 3  -  Typical broadcast traffic list



 cq1     cq1     cq1     snn299 snn299 warszawa 30.12.1995

 gm hr:



 1. p cl  6320-100  praga sofia bukareszt bratyslawa tallin

 2. p cl  3135-40   helsinki

 3.   cl  0262-2500 przeglad prasy zagranicznej

 4. p cl  1756-100  genewa kolonia kopenhaga moskwa paryz 

praga rzym wieden budapeszt bruksela

 5.   cl  2598-250   dot.330

 6.   qtc  213-86    strefa 01

 7.   qtc  273-86    strefa 06

 8.   qtc  283-86    strefa 09

 9.   qtc  288-86    strefa 02

 10.p cl  5793-110   kijow

 11.p cl  2326-100   dot.330

 12.  cl  2679-100   londyn moskwa paryz rzym sofia wieden 

 bratyslawa

 13.  cl  1752-100   kolonia wieden

 14.  cl  1743-120   londyn bruksela



   .end of file: theend.cq1.



--------------------------------------------------------

Example 4 - Typical start of a general message in Polish



 a l l  r a d i o                          (addressed everyone)

 ===                                       (start of message)

 claris nr 1508  sl 1000       warszaawa   dn 16.11.92

 do:mr b

 ---



 s e r w i s  d p i

 --------------------

 1. sprawa uchwalenia przez sejm ustawy o ochronie prawnej dziecka

 poczetego w wersji przyjetej przez sejmowa komisje nadzwyczajna

 wysuwa sie w ostatnich dniach na czolo wydarzen spoleczno-

 politycznych w kraju.

 13.bm. powstal komitet spoleczny stawpajacy so83 +- :3) +?834-,83

 podpisow pod apelem domagajacym sie przeprowadzenia ogolnonarodowego

 referendum,w ktorym spoleczenstwo wypowiedzialoby sie czy jest za

 ,czy przeciw karaniu przerywania ciazy.



Example 5 - Typical header for offline encrypted message



 ===                                             (message start)

 qtc nr:145          gr: 00883     m: warszawa   d: 92.11.16



 do:strefa 01

 pary 223

 rzym 224

 sztokholm 212

 wiede 217

 kolonia 220

 madryt 215

 berlin 389

 ---

 88888 27207 74222 21159 56725 83422 60824 32619 80158 15107

 42845 94576 39276 69569 01708 77892 95221 99674 89493 91065

 26294 39873 31829 18349 60710 22435 45163 39463 11779 40258

�PORTUGAL



o Operational notes:

  # Language: Portuguese

  # Single frequency operation.

  # Station (embassy) calls ZPZP. Lisbon responds "sboa p +?" 

    (sboa abrv lisboa)



o Transmission modes used:

  Sitor/A  100bd N 170



o Frequencies:

  7314, 12218, 19221.7, 21181.7, 21818.7, 23818.7  



o Reported callsigns and selcals:

  

  selcal   Location

  ZPZP     MFA Lisbon



o Sample message formats:

------------------------------------------

  Example #1 - Operator chat in Portuguese 

------------------------------------------

  ok meu caro mas isto nao serve de nada  lamentar-se a casa ee assim e 

  temos que a aceitar tal que elq  ela ee nada mais .  vou protestar mas 

  naao haa nada fazer. eu 

  esperei tres dias para abrirem a mala qure veio dai. paguei para que ela 

  fosse aberta. por isso nao haa muito a espperar que isto melhor -. mas 

  diga me etra essa a sua mensagem ? ou tem algp mais para me dizer+? 

  ok meu caro isto pouco melhor ee que o zaire soo a or ee que ee

  diferente. 

  mas entao jaa agora que haia nas 15 caixas que para aii enviaram . foram 

  os bolos rei ou que mais? se assim for gardem um tambem para mim ok ?+? 



  ok jjaa naao ee nada mau se forem aspirinas mesmo velha. necessitam algo 

  daqui ?+? 

 

  ok isso jaa edstaa seguro. desejo-vos tambem um ano novo cheio de 

  felicidades 

  . agradecco que transmita a sexa e familia os meus votos de bom ano novo 

  e sua familia. um abracco e atee domingo +? 

 

  ok naao diga nada ao victor pois nao se sabe o que poderaa acontecer. 

  depois quando ai chegar eu falo com o victor sobre o assunto pois o pacote 

  ee 



----------------------------------------------------------------

  Example #2 - Further operations indicating Kinshasa and Lisbon

----------------------------------------------------------------



 de emb~ port kins~~~e                      (de emba port kinshase)      

 ~~~~a~~~~ne~trdangeiros 



 k ok bem recebido 

 mais alguma coisa+? 

 

 pk go ok+? 

 ut lisboa p                                (MFA Lisbon)

 +?

�ROUMANIA





Reported callsigns/selcals for parent MFA/Embassies:

----------------------------------------------------

CMR342        Havana

KNY25         Washington

ONN33         Brussels

TUR19         Abidjan

YPM      V5G  MFA Bucharest

YPM21         Stockholm

         P6R  Unid

         U5K  Unid

         P1K  Unid

Outstations referred to as P9  P11 etc

 

Logged frequencies:

-------------------

 8023     8025     8028     8084     9103     9104.2   9207    10444

10452    10480    10485    10493    10858    11173    11423    11493

12214    13494    13507    13587    14352    14354    14475    14520.7

14681    14683    14688    15833    16322    16331.7  16332    16334

16334.5  16354    16363    17464    18352    18360    18549.8  18552

18759.9  18762.1  19550.2  19850    19853

 

Reported frequencies:

---------------------

 3841.1   4461     4853     4856     5147     5253     5824     6816

 6820     6824     6827     6858     6950.1   7453.2   7458     7471.4

 7818.3   7820     8027     8033.2   8080.5   8827     9105     9128

 9987.2  10180    10357    10435    10357    10450    10463    10477

10483    10555    11416.5  11425    11429    11433    11437    12102.1

12107    12207    12210    12213    12227    13356    13446    13448

13460    13462    13477    13498    13500    13502    13506    13511

13548    13550    13855    14342    14344    14365    14414    14476

14533.5  14677.5  14679.5  14686    15835.6  16047    16050.1  16053

16055    16062    16252    16255    16316    16321    16327    16329.7

16336    16340    16342    16343.7  16345    16360    17452    17466

17477    17478    17481.9  17484    17532    17535    18195.1  18367.1

18425.7  18548    18558    19402    19495    19522    20330    20334

20340    20492    20502    22880.5  22885

 

 

Notes on operation:

-------------------

o Transmission modes used: FEC/ROU 164.5 bd/400 shift

                           FEC/ROU 218.3 bd/400 shift

                           CW

                           Also reported - Autospec with 1:50 interleave.

o [SAT][SUN] Language: Roumanian, English.

o On line encryption. Possible bit inversion. 14-15 sec to sync. Noted

  use of Code 32 in data.

o Occasional chatter in CW

o Press summary bulletins sourced on ROMPRES

o Signatures: Milena Bucus Milescau, Valeriu Dinica and  Vasile Sofineti

o Broadcast at 1100z in FEC/ROU//164.5/R/400 - may be online encrypted -

  on 8028, 10493, 14681, 16332, 18549.8, 18552.1 & 18762 kHz

o Broadcasts - Winter 1100z, summer 1000z

o Five colons mark the begin/end/next page of a message (:::::)

�o Dictionary of frequently used words:

  ------------------------------------

  ianuarie                        = January

  decembrie                       = December

  ministerul afacerilor externe   = MFA

  presedintele romaniei           = Romanian President

  primul ministru                 = Prime Minister

  radiograma                      = radio(tele)gram

  circulara                       = circular message

  secretar general                = Secretary-General

 

Sample message formats:

-----------------------

Example #1  - End of message followed by a message in plain Roumanian

---------------------------------------------------------------------

 

  doc.dan simionescun istoric literar.                (end of message)

  in prezent, academia romana are 157 de membri - titulari

  si corespondenti - si 15 membri de onoare din tara noastra.

 

                             valeriu dinica                (Signature)

 

  :::cc                (Message break - C =  operator? at message break not page break)



  v5g v5g v5g msg nr 406 qfp 3 fr p all          (Originator Bucharest

                                                 message nr, to all)

 

  circulara nr.17/3302                           (Circular nr.)

  29 decembrie 1992                              (date)

 

                domnule sef de misiune,

 

        din presa zilei de 29 decembrie 1992, va semnalam:

 

       1. delegatia parlamentara din republica elena condusa de

  dl nicolaos grillakis, presedinte al partidului noua democra-

  tie, a fost primita la 28 decembrie de presedintele romaniei,

  dl ion iliescu.

        intilnirea, care a avut un caracter protocolar,  a insem-

  nat o trecere in revista a relatiilor bune existente intre

  cele doua tari, subliniindu-se si faptul ca, de-a lungul tim-

  pului, acestea nu au fost alteraten in ciuda pozitiilor poli-

 

  :::::                    a w a                 (page break - 2 - )

 

 tice, uneori diferite, dar dovedind aceeasi conceptie asupra

  realitatilor istorice.

        oaspetele a tinut sa transmita poporului roman cu ocazia

  sarbatorilor de iarna urari de fericire si prosperitate.

 

                               valeriu dinica    (signature)

 

   406                                           (message number)

 

 

 222222222222222222222222hhhhhhhhhhhhhhh2222222222222222::::c

  nw hr qru                                      (sign off)

  op c 53 qsp qrx tmw gb 73/88 ar sk

�Example #2A  -  Messages in plain Roumanian

-------------------------------------------

 

  38 39 40 42 48 50 52 53 56 57 59 61 62 70 73 75 76 77 78  (Addressees)

  81 82 83 85 86 88 89 90 92 94 96 97 98 99 101 102

 

 

  ministerul afacerilor externe                  (Originator - MFA)

  nr. h-02/15132 din 29.12.1995/16,00            (Nr and origin DTG)

  radiograma - circulara                         (Circular message)

     domnule sef de misiune,

     referitor la procedura de preschimbare de catre cetatenii

  romani aflati temporar in straintatate a pasapoartelor simple

  a caror valabilitate a expirat, va reamintim urmatoarele:

<clip clip clip>

 .

 :::::

-----------

Example #2B

-----------

 eeeee:::::

 

  ministerul afacerilor externe                 (originator is MFA)

  nr. a-1/10116 din 22.12.1993                  (nr and origin date)

  radiogram# - new york                         (radiogram to NY)

 

 

     %n leg#tur# cu comentariul publicat de cotidianul ,,libertatea''

  referitor la vizita oficial# a ministrului rom&n de externe la

  washington purt#torul de cuv&nt al  m a e  este %mputernicit s#

  declare urm#toarele:

<clip clip clip>

 

  3235         (end of -unsigned- message nr 3235)

�SENEGAL



o Transmission modes used: CW and USB

o Frequencies: 13295, 18119 kHz



�SLOVAKIA



Notes on operation:

o On 1 Jan 1993 Czechoslovakia split into two nations -

  - Czech Republic, capital Prague

  - Slovakia, capital Bratislava.



o Broadcast at 09.00z starts with CQ msg and qtc list.

  Freqs 9266 12208 18318?



o Frequencies referred to by letter eg "G".



o Reported callsigns/selcals for parent MFA/Embassies:

  OMZ66 MFA Bratislava

  1A7 unid



o Transmission modes used: CW, Baudot 100bd(R)/400hz



o Logged frequencies:

5742     6838     7898     7958     8006     9266    10913    11410    12208    14480    15943    18318    19318 



o Reported frequencies:

7404     9300    10160    10163    14401    15943    16315.5  18318	  18319 



o Sample message formats:

Example #1 - Start up and Slovak press 

--------------------------------------

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryr

 ryryryvyryryryryryryryryryryryryryryryryryryryryryryryryryryryryr

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryr

 de omz66 omz66 omz66 omz66 omz66 omz66 omz66 omz66 omz66 omz66 ry

 de omz66 omz66 omz66 omz66 omz66 omz66 omz66 omz66 omz66 omz66 ry

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryr

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryr

 ryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryryr

 

 gd dr oms vitame vas v dnesnom cq

 pocasie: zima, cca minus 8, vietor

 

 dnes pre vas mame px

 

 tlacovy telegram mzv sr pre diplomaticku sluzbu sr

 29.12.1995

 1. a 2.skupina



 <followed by a press review in Slovak>

 

 bratislava, 29.12.1995 john doe

 

 +++m. kaas+++

 c.:50.500/95-tlac-tt951229

 schvalil: j. nobody r-tlac mzv sr



Example #2 - message to selected embassies

------------------------------------------

 bratislava 2.. 1994

 

 pre zu :  alzir., ankara., bercmv bwzilia., budapest., dilli.,      

           djakarta., istanbul., kyaav,. lisabon., londyn., madrid

           milano., praha.. rim., sofia., vatikan., vieden., zeneva

�Example #3 - diplo plain text messages

--------------------------------------

 tlacovy telegram mzv sr pre zahranicnu diplomaticku sluzbu

 3. februara 1994

 1. skupina

         

      prezident m.kovac prijal 2.2. prezidenta institutu pre

 studie vychod-zapad johna e. mroza, ulory ocenil stanovisko sr

 gk projektu ppm. mroz vyzdvihol osobnehvosooje m.kovaca, ktoreho

 tolerantny a umierneny pristup k riefeniu politickych probemov



 <clip clip clip>

 

 c.j.50.500 / 94-tlac / 940203+++++++++++++

�SPAIN



o Transmission modes:

  Sitor-A  100bd

  PSK     2400bd

  I haven't seen a Sitor-A log for a while, so it seems that most traffic

  is in PSK nowadays. The modem is, as far as we know, a Kineplex 2400bd

  16-channel PSK modem.



o Logged frequencies:

   7696.7   7697.2   7727.0   8011.8   8012.2   9946.5  11016.5  11415.5

  13414.5  15946.5  18597.5



o Reported frequencies:

   5792.6    5830.0    6706.6    6797.8    6866.7    7314.0    7382.7

   7522.5    7561.2    7582.2    7761.8    7767.8    7771.8    8032.7

   8080.5    8101.7    9236.3    9327.9    9341.3   10206.5   12112.5

  13378.5   13421.5   15965.5   15974.0   16453.8   17420.0   17421.5

  17921.5   18121.5   21831.5



o Notes on operation:

  - Language: Spanish

  - Idles on Sitor/A on SELCAL QEMP

  - Single freq ops.

  - Offline and online encrypted

  - Signature Miterasus Erio?

  - Terminates qso with JJJ:

  - Has mentioned channel numbers "corrigo freq ch20 y ch33" and

    "nota dice tu fec es 15974 ch13 es 15945 cfm fec+?"



o Reported callsigns/selcals for MFA and embassies:



  selcal   callsign    location

  ------   --------    -----------

  QEMP                 MFA Madrid?

  TQQV                 Managua?

  TQVC                 unid

  TQVV                 unid

  TQXK                 unid

          A3           Accra

          EAE230       Moscow

          EAE262       Khartoum

          1D9          Nouakchott



�o Dictionary:

  a             to

  de            from

  cifrado       encryption key

  Embajada      Embassy

  fecha         date

  MAE           Ministerio Asuntos Exteriores (Ministry of External

                Affairs)



o Sample message formats:



Example #1 - An offline encrypted message



 de: mae                                         (from MFA Madrid)

  a: embajada atenas                             (to listed Embassies)

 embajada belgrado

 embajada bonn

 embajada bruselas

 embajada lisboa

 embajada londres

 embajada moscu

 embajada otan

 embajada paris

 embajada pekin

 embajada roma

 embajada washington



 fecha: 03-09-92                                 ( date )

 cifrado 11652                                   ( encryption key )

 /////

 cc

 /////

 ibikc xnnlt

 /////

 mtbmh dohwu zfrsb guqlp wvick sqpfq zznpc jgtgj klifk njtcd

 .

 idexa riqfd hawkk xmjwt bpxgj nzksh dgkql upsvo

 /////



 ministerio asuntos exteriore                         (signature)

 nnnn                                            (end of message)



�Example #2 - An offline encrypted message header



 zczc

 de: mae

 a: embajada addis abeba

 embajada abidjan

 embajada atenas

 embajada bonn



 fecha: 17-06-93

 prioritario

 cifrado 01487



 /////

 mc

 /////

 aphbt btrnb

 /////



 idyxg mygmv xekmn xieip nycqo dhoyx ymwtg uhodc leudy tcmkq

 zkuyd qsnya dyugc shpjh qdwde fukim ojaqj ikotk mcukt hjrju

 skmpr rixfw iirac ktjmv uyoeb aylgn zfqai xegrn geuvo lwmvh

 nniue ewjiq rqprk ocjmn sjklf urxzq evpff ohphr zvnnr jqpvs

 pkdfp zakws srrtw ldhir hvkau iovex isxiz xrrpr acmgj ymbif

 gdrac ikjpj kddmq onlqh wvxkj eyioi lvlqd xipmc jccqc soyry

 xoqcj wfqpb zjgjb ievoi fpnrt lckfp ahqlu qvbsl fmmsc zineb

 vyiiz npmmo avuee zprov iurdf iix~t jmxeo zdngn keqvs hkfhn

 fdi~t sdctu lkvqa zwnad hszsd ylirq sfzki cgpbx xmqqp isxrn

�SUDAN

 

NOTE: MFA Khartoum is said to be connected to the Iranian IRGC

network. See further WUN# 3, 4 and 10 from 1997.



o Transmission modes used:

  CW

  PACKET

  USB



o Frequencies: 15805, 18100 kHz



o Reported callsigns (unid locations): STL and SWH



o Sample message format:

(note: the following is _NOT_ necessarily diplo stuff. It is traffic

between IRGC Teheran (901) and Khartoum (701)



901-1*>701:

SINGLE LINE

701*>901-1:

!B/#mWWK7epH!,Ef!El!DSJq!(BHaL!4^<Y)y!1i

701*>901-1:

B

901-1*>701:

CT:

701*>901-1:

!(!(!+6]!Z!I[0Ed9

�SWEDEN

 

o Operational notes

  - Single frequency operation.

  - Offline encrypted traffic. Double line feed every 100 groups.

  - Similar crypto lead-in scheme to that used by Norwegian and

    Danish Diplo.

  - Offset 1900hz?

  - Stockholm begins with CABINET STOCKHOLM followed by addressed

    ends with message number.  

  - If relaying embassy tfc messages ends UDSTHS.  ???? 



o Transmission Modes

  SWED-ARQ         100Bd   Inverted    400Hz   CHBs 3, 9, 22

  SITOR-B          100Bd   Erect       400Hz

  Late 1995 it was announced that Swedish diplo is going over to

  Clover. A system of this type, located just outside Stockholm 

  has been heard on 11272.10kHz. System comprises of 100bd 4 tone

  Clover-type, with tone displacement of -600/-200/+200/+600Hz and

  ACF of 190. Now (April '98), SWED-ARQ is still being used.



o Frequencies (logged since 1-'97)

   6981.9     7603.9     8321.9    10582.9    11046.9    11272.1

  12102.9    14523.9    14814.4    14823.9    14970.4    15821.9

  15861.9    16106.9    16209.9    17416.9    17428.9    18187.9

  18688.1    18757.4    18757.9    20699.9    20810.9



�o Reported callsigns and selcals for MFA and embassies

     

  Call   Selcal  Location             Call    Selcal  Location

  -----  ------  -------------        -----   ------  ---------

  SAM    SEEP    MFA Stockholm        SAM17           Maseru

  SAM19          Rome                 SAM60   SEYP    Islamabad       

  SAM20          Athens               SAM61           New Delhi

  SAM21          Berlin (W)?          SAM62           Beijing

  SAM23          Helsinki             SAM63           Tokyo   

  SAM24          Copenhagen

  SAM25          Lisbon               SAM64           Pyongyang

  SAM26          London               SAM65           Seoul

  SAM30/AND5     Madrid               SAM66           Panmunjom       

  SAM31  SEEQ    Algiers              SAM67           Colombo

  SAM32          Kuwait               SAM69           Abu Dhabi

  SAM34          Harare               SAM70           Addis Ababa

  SAM35          Belgrade             SAM71           Dar es Salaam

  SAM36          Budapest             SAM72           Kinshasa

  SAM37          Bucharest            SAM73   SEUE    Lagos

  SAM38          Moscow               SAM74           Monrovia

  SAM39          Prague               SAM75   SEUT    Nairobi

  SAM40          Warsaw               SAM76           Pretoria

  SAM41          Jerusalem            SAM77           Tripoli

  SAM45          Ankara               SAM78           Tunis

  SAM46          Baghdad              SAM79           Lusaka

  SAM47          Beirut               SAM80           Gaberone

  SAM48          Damascus             SAM81           Bissau

  SAM49          Riyahd/Jeddah        SAM82           Maputo

  SAM50          Cairo                SAM83           Santiago

  SAM51          Teheran              SAM84/KNY34     Washington

  SAM52          Tel Aviv             SAM86           Mexico City

  SAM53          Amman                SAM88           Buenos Aires

  SAM54          Vientiane            SAM89           Havana or Luanda

  SAM55  SEYT    Bangkok              SAM91           Lima

  SAM56/VLA223   Canberra             SAM92           Managua

  SAM57          Dhaka                SAM95           Sofia

  SAM58          Djakarta             SAM98           Manila

  SAM59          Hanoi                ?       SEOI

  ?       SEOR   Guatemala City       ?       SEPP    Luanda                 

             Windhoek

                  

o Dictionary



  Ambassaden              Ambassador

  Cabinet                 MFA Stockholm

  fvb                     forward to

  kl                      local time

  meddelande              message

  SIDA                    Swedish International Development Authority

  Svensk                  Swedish

  UD                      Utrikesdepartementet (Foreign Ministry)

  udtex                   Utrikesdepartementet Tele Text System?

 

�o Sample Message Formats

==========================================================================

Example 1: Header for message in Swedish

==========================================================================

 

 to:       lissabon                                            [to Lisbon]

 msg no:   920904-175                sensitivity: personal 

 

 utrikesdepartementet 1992-09-04     t j ae n s t e            [fm MFA]

  

 ambassaden lissabon                             [to Ambassador Lisbon]

  

 foer arkivet fraan a 4/ada,      etc.....



==========================================================================

Example 2: Messages in Swedish

==========================================================================



 delivered by udtex 1995-12-20-14.54

 

 from:     siv         ed time: 1995-12-20-14.45

 to:       islamabad

 msg no:   951220-268           itivity: personal

 

 message handled by operator - original no: 951220-257

  

 20 dec 95 13:14 gmt

 statens invandrarverk 1995-12-20

 

 ~venska ambassaden i islamabad 185

 

 singh, davind 860112

 medborgare i afghanistan dossienummer 9-083371

 

 beslut: 1995-12-20

 

 uppehaallstillstaand beviljas foer tiden 1995-12-20 -

 1996-08-08.

 beslutsklass: k2    maerkning: a

 uppehaallstillstaandet kan enligt invandrarverkets mening ligga

 till grund foer folkbokfoering.

 beslutsfattare: gunilla vieweg

 50940 stivrk s

 - end of message

 

 stiverk 1996-09-27

 

 ud-radio

 svensk damaskus

 

 er skr 338   e l k a h a o u i   ahmad  820101

 

 beslut 960926

 uppehaallstillstaand beviljas foer tiden 960926-970326.

 tillstaandet grundas paa anknytningsskael enligt 2 kap 4 paragrafen

 1. utlaenningslagen.

 uppehaallstillstaandet kan enligt invandrarverkets mening ligga till

 grund foer folkbokfoering.

 

 g johansson

 stiverk

�==========================================================================

Example 3: Off-line encrypted traffic

==========================================================================



 det du saende hit kom bara halva

 pls ta det igen sen

 fffff+? 

 1996-09-27-09.56

 to:       damaskus-k

 msg no:   960927-25                 sensitivity: personal

 

 kckc

 

 cccc

 ud stockholm 1996-09-27

 

 ambassaden damaskus

 

 1343 gr

 

 kckc

 ssslllssslllssslll

 nfnym yjcjc jcjcj dtdfn fjcjx zxbgb bgbqv qtdtx zxapa qvrix

 wzxvd vavbu yiygl etc. etc.

 divha bjdif pwhsi exnei jbdbq rtivm vdnfw tmeij hczat bgsfx

 zweli sqvzb bpnxp

  

 cabinet

  

 ud stockholm kl. 09:45/ah1

 

 ffff

  

 - end of message

�SWITZERLAND



o Operational notes:

  - Languages: English, French,  German

  - Single freq operations.

  - Offline encrypted traffic. No apparent paging or grouping of

    offline encrypted groups.

  - Ends qso with ID.



o Mode used

  Sitor/A  100bd N 170Hz



o Frequencies

   5752.5      5756.9      5773.2      7653.7      7659      7668.5

   7674        7677        7678.5      9166.4      9174.5    9179

  10952       10961       10963       10967       10969     10971

  10973       10973.5     12961.5     13571       13585.3   13586.7

  13951       13954.4     13958.4     13961.5     13963     13964

  13965.5     13976       13977       16098       16101     16102

  16108       16109       16111       16111.3     16113     16118

  16120       18257       18268       18269       18270.5   18279.5

  18280.8     18283.5     20596       20604.8     22967.6   25228.5



�o Reported callsigns and selcals for MFA and embassies



  callsign selcal  location         callsign selcal  location

  -------- ------  --------         -------- ------  --------

  HBD10    BMBV    'teststation'

  HBD12    BMBQ    ?                HBD13    BMBK    ?

  HBD20    KPVP    MFA Berne        HBD21    BMUX    Washington     

  HBD22    BMUQ    New Delhi        HBD23    BMUK    Athens         

  HBD24    BMUM    Harare           HBD25    BMUP    Tel Aviv       

  HBD26    BMUC    Berlin           HBD27    BMUY    Bucharest      

  HBD28    BMUF    Khartoum         HBD29    BMUS    Mexico City    

  HBD30    BMEV    Lagos            HBD31    BMEX    Buenos Aires   

  HBD32    BMEQ    Brasilia         HBD33    BMEK    Baghdad        

  HBD34    BMEM    Caracas          HBD35    BMEP    Beijing        

  HBD36    BMEC    Helsinki         HBD37    BMEY    Djakarta or Manila

  HBD38    BMEF    Oslo             HBD39    BMES    Nairobi        

  HBD40    BMOV    Belgrade         HBD41    BMOX    Pretoria       

  HBD42    BMOQ    Bangkok          HBD43    BMOK    Canberra       

  HBD44    BMOM    Stockholm        HBD45    BMOP    Tokyo          

  HBD46    BMOC    Havana           HBD47    BMOY    Lisbon         

  HBD48    BMOF    Riyadh           HBD49    BMOS    Budapest       

  HBD50    BMIV    ?                HBD51    BMIX    Algiers

  HBD52    BMIQ    Rabat            HBD53    BMIK    Dar es Salaam

  HBD54    BMIM    Rome             HBD55    BMIP    Madrid

  HBD56    BMIC    Warsaw           HBD57    BMIY    Vienna

  HBD58    BMIF    Moscow           HBD59    BMIS    Ankara

  HBD60    BMRV    Paris            HBD61    BMRX    Cairo

  HBD62    BMRQ    Teheran          HBD63    BMRK    London

  HBD64    BMRM    Bonn             HBD65    BMRP    Beirut

  HBD66    BMRC    Ottawa           HBD67    BMRY    Accra

  HBD68    BMRF    Guatemala City   HBD69

  HBD70    BMZV    Sofia            HBD71    BMZX    Amman

  HBD72    BMZQ    Islamabad        HBD73    BMZK    Lima

  HBD74    BMZM    Kinshasa         HBD75    BMZP    Colombo        

  HBD76    BMZC    Copenhagen?      HBD77    BMZY    Brussels

  HBD78    BMZF    Seoul            HBD79

  HBD80    BMDV    Bogota           HBD81    BMDX    Abidjan

  HBD82    BMDQ    Dakar            HBD83    BMDK    Addis Ababa

  HBD85    BMDP    Monrovia         HBD88            Tripoli

  HBD89    BMDS    Yaounde          HBD90

  HBM41            Panmunjon        KNY27    BMUX    Washington

  OMZ23            Prague           ONN38    BMZY    Brussels

  VLB      BMOK    Canberra         7TO20    BMZM    Kinshasa



  HBD20/1. MFA Bern channel 1?

  HBD20/2. MFA Bern channel 2? 13976

  HBD20/4. MFA Bern channel 4?

  HBD20/5. MFA Bern channel 5? 18269

  HBD20/6.  MFA Bern channel 6?



o Dictionary:

  amammanjo  Ambassador Amman        amatheneo  Ambassador Athens

  ambonnrfo       "     Bonn         amahayepa?      "     The Hague

  amhelsino       "     Helsinki     amlisbono       "     Lisbon

  amlondreo       "     London       amoslonoo       "     Oslo

  amparisfo       "     Paris        amromeito       "     Rome

  amstockho       "     Stockholm    amtelavio       "     Tel Aviv

  amtunisto       "     Tunis        amvarsovo       "     Warsaw

  amvienneo       "     Vienna       amwashino       "     Washington

  bruxelamo       "     Brussels     madridamo       "     Madrid

  moscouamo       "     Moscow  

�  Note: on the above the address indicator is always nine characters

  long and the last character is always "o".



  Bernda        MFA Bern

  edaberna      MFA Bern                                

  mibruxel      Military Attache, Brussels?



o Sample message formats:

=============================================================

Example #1 - Online encrypted message with lead-in and ending

=============================================================  

 

 bmrk bmrk bmrk bmrk bmrk bmrk $                 (selcal - London)

 +? 

                                                 (London responds?)

 

 hbd 20/1                                        (Bern confirms own ID)



 04.12.1992   utc  0939     pm                   (current date/time)         

           

 

 ((((    (((( muro3572 mura5477 04/12 08:03g     (message start)

 ur amatheneo ambonnrfo amhelsino amlisbono amlondreo amoslonoo 

 amparisfo amstockho amvienneo amwashino         (addressees)

 .amromeito                                      (originator)

 rome, le 3 dec. 1992      18.15   u r g e n t   (originating Embassy,

                                                  DTG, and priority) 

 

 00176 hhhhh 

 

 vvvrr rrrrc ccxxx sssyy yuuua aaqqq cytou jbxyl utryj vysgy    #Note.

 knyjo ylnrn yotiy ltjvy hvnhw jlwby javna ylbyo rcmry sajuy 

 lyhyl kkdzy hmhqk ylugj drkjy oeccq wrcyj yleyh eatdt yjkrn 

                     <clip clip clip>

 nojny koess ylbgy sjyjn stdjd spwhd tunyl lcyhy otwlg aqytq 

 uvylo ogkpe pgrxn clutk ebuyo fohwk yyyyy 

 



 08:16 04 dec ~2~~~~))~~ 

 

 04.12.1992   utc   1010  pm                          (current date/time)



 ////+?                                               (over)

 this is hbd 6~~=                                     (London responds)

 

 we are qru tks for your call 73  +? 

 

#Note:   The encryption opens with the first characters each being        

repeated thrice - v r r c x s y u a q

�=========================================================

Example #2 - Lead-in, header and online encrypted message

=========================================================

 

 bmzy bmzy bmzy bmzy$                                 (selcal - ?)

 +?                                                   (over)



 hbd 20 /2                                            (Bern identifies)

 

 04.12.1992  utc   1047      pm 



      ((((    (((( muro3578 edaa0712 

 ur bruxelamo madridamo                                (addressees) 

 .edaberna                                             (originator) 

 zir00176 

 cszxc onjjy rfoih ybwfy ijvxx oolxe fwoxe vfhjt ltbiv ovlfv 

 yoybb irhhu bojjy lnfyr nggxt inzne xibkn jmiwe nyywt jvyvj 

 hjgzq lhoeu koxsm svsmt xblby qltio mzphk ygrxk axoue pypsr 

 wokbx woken yzrhq lmaoi mbrbf bsrbj ytkfu rybuu jaxwt nbxun 





�THAILAND



I haven't seen any Thai diplomatic logs during the past two years.

''Are they still there?'' is the question. Anyone????



o Transmission modes:

  ITA2          50bd

  ITA2          75bd



o Reported frequencies:

  12205  13300  13337.3  13745  13865  13918  14531.5  14622.5

  15542  16352  18812    19015  20109  20130  20155    20735

  20908  21773  21876    21948



o Notes on operation:

  Reported circa 0930z on 14622.5 to Kuala Lumpur



o Reported callsigns for MFA and embassies:



  Callsign      Location

  HSS212BKK     Bangkok

  HSS212BNN     Bonn

  HSS212NDH     New Delhi

  HSS212WSN     Washington

  HSS212GNV     Geneva



o Dictionary:

  thaiduto      Thai Embassy or Ambassador?



�TUNISIA 



o Notes on operation:

  Language: French

  Transmission modes used: CW and SITOR/B

  One side may send CW, the other in SITOR/B.

  Morning calltime 08H00

  Offline encrypted tfc in 5-letter groups, with double linefeed



o Frequencies:

3831, 3838, 4439, 4755, 5370, 6741.8, 6770, 6868, 7711, 8195, 13914, 13941.5, 13951.5, 13956.5 and 18571.5 kHz



o Reported callsigns/selcals for MFA & Embassies:

  	MFA Tunis is MSV (may all change periodically).

Stations uses tactical callsigns eg B9F, G4V, FGZ, JDH, LBB, LNG, N24, O2P, RS3, S54, WU5, W1I, W1T, 1H4, 5FP, 5QK, 5VE. Has a tendency to send callsigns (eg RS3) as  ''rrrrrrrrrrssssssssss3333333333''



o Dictionary:

  ami           friend (OM- old man)

  bien recu?    good receipt (Did you receive ok?)

  bjr           bon jour (good day)

  mci           merci (thank you)

  rpt           repeat

  tph           telephon (telephone)

  vci           voici (here is)

  vs            vous (you)



o Sample message formats:

Example #1 - End of offline encrypted message and operator exchanges.

---------------------------------------------------------------------

 ifkix khexk vonxu kozdb khkjv khfbq gceik vbyci kgpkv kxwnx

 dlekt puakk rkrnt ggiil jikjv isrvo skukn ktkkk ptkdk ledlp

 klhlk nvhkk stxbm kkuhq cejkk xllkq c

 ---------tr. a



 @@@@@@@@@@@bien recu bien recu  ?????  kkkkkkkk@@@@@@@@@@@@@@

 pse ajoutez '''inter ligne''' avant la signature  mci  kkkkkkkk

 ryryryryryryryryry@@@@@@@@@@@ryryryryry

 sssssssffffffppppp de llllllnngggg                   (SFP de LNG)

 ok recu  ok aussi pr l inter ligne     / qru qsl qsl apres corr.



�Example #2 -  Block of offline encrypted messages

-------------------------------------------------

                              (normally double spaced - Code3 switched to inhibit)

 nr 1584/92 le 29/12/92                     (Global number ?)

 325                                        (local serial number?)

 325

 c kugyn iivju dlppl kjkpg vwmtm pwmbk gkkrt mkxqh kgfcy zsjml

 kkuvk lghrs zlexa iwbma tgkkp hogix jkkik kvweq kyudj hqkkc

 <clip clip clip>

 envoi le 29/12/92 a 12h10                  (sent at 12.10)

 nr 1585/92 le 29/12/92                     (Global number ?)

 326                                        (local serial number)

 326

 c knqkn lkmkz pojqw zfdkk wpafo takfu unrlb hkqhm swmhj zhead

 vkvld dgztk vnllo gkkrb rxkse ktwjo lkykj swxaa kkquo mtqln

 <clip clip clip>

 envoi le 29/12/92 a 12h13                  (sent at 12.13

 je rpt je rpt                              (I repeat)

 nr 1584/92 le 29/12/92

 325

 325

 c kugyn iivju dlppl kjkpg vwmtm pwmbk gkkrt mkxqh kgfcy zsjml

 kkuvk lghrs zlexa iwbma tgkkp hogix jkkik kvweq kyudj hqkkc

 <clip etc etc etc>



 (Note the letter "c" as first character of text.)



Example #3 -  End of message and various cryptic operator exchanges

-------------------------------------------------------------------

 ksomk gkppu qkymv ibchl pkkrx buetk lstlv ikwow xwwqk nyjkk

 fjmqr kkwjk ~kkju fxxkh ekkeq ryxka wollr snhod kkfgz dawyf

 <clip clip clip>

 gbw

 envoi cinq et fin le 29/12/92  a

 bien recu ami ou je rpt kkkkkkkkkk

 ryryryryryryryryryryryryryr

 u4h u4h u4h mci ami bien recu qru qru qru qrx qrx qrx ====== ar 

 xxl xxl xxl xxl bjr bjr bjr qsa qrk 55555555/5555555

 qru qru qru qru qrx qrx qrx bc bc bc ========== ar ar ar

 ryryryryryryryryryry

 ryryryryryryryryryry

 q3i q3i q3i q3i q3i bjr bjr bjr qsa qrk 2 a 33333/33333

 je vs recois tres fazible  illisible

 qru qru qru qrx qrx qrx tjs a dip ar ar ar ar @@@@@@@@@@@@?

�TURKEY



o Operational notes:

  # Language: Turkish and English

  # Operator exchanges in CW.

  # Traffic in plain Turkish or off-line encrypted.

  # Only sparing use made of FEC-A equipment since the adoption of 

    Rohde & Schwarz RS-ARQ system in Q1 1996.

  # Majority of 240bd 8 tone RS-ARQ traffic consists of standard diplo

    circulars and messages compressed with PKZIP and therefore sent with

    the system in 8 bit mode.  Zipfile headers give a good clue as to

    the sender, although this does not conform to a standard:

    MUSTnnnn.ZIP     Multi-addressed messages from MFA

    BA-dd-nn.ZIP     Messages number "nn" from Baku sent on day "dd"

    AMMAnnnn.ZIP     Message number "nnnn" from Amman

  # Operator chatter in between zipfile transfers is very common with

    MFA and embassies identifying eg "MOSK DE TAD" on the Moscow/Ankara

    link. 

  # No traffic seen in 5 bit (ITA2) mode using the 8 tone RS-ARQ system,

    but 228.7bd RS-ARQ in ALIS mode is used to establish and check link

    quality.

    ALIS procedure takes place 2kHz below CF of 240bd transmission. 

  # Same frequency may be used by sending/receiving stations to pass

    traffic.

  # As multi addressed traffic, from stations, is repeated by Ankara,

    positive sending station identification may not always be possible.



o Transmission modes:

  ITA-2             100bd   Erect       850Hz

  FEC-A             144bd   Erect       825Hz

  RS-ARQ            240bd   Erect       8 tone, 8 bit

  RS-ARQ            228.7bd             ALIS Procedure

  CW



�o Freqencies

    4684      4754      5300.9    6724      7808      8073.5    8195

    8906.8    9068      9274      9974      9992     10006     10027

   10043     10094     10112     10193     10204     10254     10263

   10272     10274     10292     10294     10332     10354     10364

   10372     10431     10433     10436     10440     10443     10638

   10649     10802     10810     10812     10864     10880     10904

   10904     10984     11006     11016     11018     11114     11117

   11127     11136     11146     11149     11171     11482     12162

   12175     12224     12226     13303     13313     13323     13360

   13360     13362     13390     13417     13464.2   13550     13552

   13554     13556     13558     13812     13814     13823     13832

   13843     13858     13861     13864     13875     13892     13895

   13914     13922     13932     13935     13942     13953     13955

   13982     13989     13996     14114     14215     14504.5   14517

   14527     14558     14607     14617     14619     14627     14636

   14637     14647     14662     14677     14695     14833     14863

   14867     14882     14903     14907     14917     14919     14936

   14941     14947     14952     14957     14959     14961     14963

   14963     14973     14977.7   14993     15717     15761     15781

   15793     15795     15819     15833     15841.6   15843     15847

   15847     15863     15885     15892     15894     15953     15958

   15966     15967     15984     16023     16054     16074     16112

   16174     16199     16204     16213     16234     16244     16254

   16264     16288     16292     16293     16296     16334     16437

   16484     16520     16657     16694     16844     16898     16902

   16908     16944     16963     16973     17411     17414     17421

   17425     17437     17526     17914     17919     17933     17987

   17997     18034     18054     18064     18134     18154     18181

   18184     18213     18214     18216     18475     18606     18644

   18708     18802     18833     18862     18864     18882     18888

   18898     18908     18912     18914     18916     18918     18922

   18926     18928     18934     18941.6   18944     18952     18954

   18956     18960     18962     18964     18972     18978     18988.5

   19034     19044     19052     19054     19064     19074     19154

   19264     19303     19324     19334     19354     19454     19664

   19812     19846     19863     19868     19888     19892     19898

   19913     19944     19973     19976     19992     20044     20054

   20074     20244     20253.9   20354.5   20654     20766     20802

   20934     20964     20993     21403     21918     21953     21957

   21964     21966     21976     21984     22876     23034     23944  



�o Reported callsigns for MFA and embassies:



  Call    Tactical  Location       Call   Tactical  Location

  ------- --------  ------------   ------ --------  ------------

  ONN32             Brussels       YML1             Rome

                                   YML2             Belgrade

  TAD     SFA       MFA Ankara     YML3/TAD52  SFF  Baghdad*

  TAD27             Nicosia        YML4             Vienna

                                   YML5             Prague          

  TAD68   SFG       Paris          YML6             Brussels

  TAD77             Sofia          YML7             Moscow*

                                   YML8             Algiers

                                   YML12   SFG      Paris

  YME               Stockholm      TAD46            Kabul

                                   YMN/TAD89        New Delhi (Yeni)

  YMK               Beirut         YMN2             London

  YMK1              Damascus       TAD88            Copenhagen

  YMK2              Nicosia

         SFI        Athens*        YMN5             New Delhi

  YMK6              Tel Aviv       YMN8/TAD80  SFE  Teheran*

  YMK7   SFQ        Cairo          YMN9             Tirana

  YMK8              Bucharest      YMN12            Madrid

  YMK9              Amman*         YMO              Kuwait

         SGE        Jeddah         YMS              Warsaw*

  TAD83             Tripoli                         Vienna

                    Helsinki                        Geneva

                    Baku*                           Tashkent 

                    Moscow*                         Vilnius

                    Sarajevo*                       Tblisi

                    Washington                      Zagreb

                    Ottowa         TAD54            Lagos

                    Bonn           TAD42            Khartoum

  TAD21             Addis Ababa                     Dushanbe

                    Brasilia                        Dakar

                    Tunis                           Kiev

                    Lisbon                          Mexico City

                    Beijing                         Singapore

                    Sam (?)                         Saana

  TAD50             Kinshasa                        Tebriz, Iran

                    Askhabad                        Biskek

                    Minsk                           Kishinev

                    Berne                           Karachi 

  TAD65             Nairobi                         Pretoria

                    Riyahd         TAD38            Dhaka

  TAD45             Islamabad      TAD26            UNID

  

  * = embassy communicates using 240bd 8 tone RS-ARQ

  

  Consulates: Aleppo (Halep)            Cidde ?

              Batumi                    Benghazi

              Cologne                   Deventer

              Frankfurt                 Hamburg

              Hanover                   Kazan, CIS

              Mainz                     Mostar

              Nahcivan ?                Naples

              Rotterdam                 Paris

              Piryatin, Ukraine (Piratina-Pire)

              Kudus ?                   Mosul, Iraq (Musul)

              Urumqui, China (Urumiye)  Zuerich



  Delegations: Turkish UNO Delegation  (.turk.uno/newyork dt)

               Turkish OECD Delegation (.oecd. dt)

               Turkish NATO Delegation (.nato. dt)

�o Dictionary

  acele                  - urgent

  ara                    - It literally means "a gap, a space, an 

                           interval" in time or place. It is one of

                           those words that depends entirely on context.

                           It is sometime used in conversation as "bir

                           ara" meaning "just a second." 

  be                     - Embassy (abbreviation for "Buyuk Elcilik")

  bk                     - Consulate (abbreviation for "Bas Konsolos")

  ca                     - date (abbrev?)                  

  devam                  - continues

  Devamidir              - continuous

  Disisleri              - Foreign Ministry (MFA), Ankara

  dt                     - Delegation

  musterek               - multi-addressed (or better: "Circular")

  oto                    - automatic (transfer)

  saygilarimla arzederim - with my respects

  tasnif disu            - unclassified

  

  Atina     - Athens                Kuveyt    - Kuwait

  Lahey     - The Hague             Lefkosa   - Nicosia

  Trablus   - Tripoli               Viyana    - Vienna

  Zurih     - Zuerich               Cidde     - Jeddah

  Nahcivan  - Nakhichevan (Georgia) Kudus     - Jerusalem



  Ocak      - January               Subat     - February

  Mart      - March                 Nisan     - April

  Mayis     - May                   Haziran   - June

  Temmuz    - July                  Agustos   - August

  Eylul     - September             Ekim      - October

  Kasim     - November              Aralik    - December

  

  bir   - 1     iki  - 2      uc   - 3      dort  - 4

  bes   - 5     alti - 6      yedi - 7      sekiz - 8

  dokuz - 9     on   - 10



o Sample messages:

==========================================================================

Example 1: 25/May/92 - Turkish plain language message. 

==========================================================================

 

 nr : 67   normal  25.05.92   12:05   fm disisleri  ck-50 

  

 to: 

 

 .kope.nhag be. 

 

 buyukelcilikleri calisma bolgesinde din gorevlisi ahmet naim sari ile 

 esi ve cocuklarinin mevcut hizmet pasaportlarinin 02.03.1993 tarihine 

 kadar temdit edilmesinde sakinca bulunmadigi icisleri bakanligindan 

 alinan bir yazida bildirilmistir. 

 

 geregini saygilarimla musaadelerine arzederim. kgsi-(c-186) 



 disisleri 

 

 ------  

(Message nr 67 from MFA Ankara (Disisleri) with word count of 50).

(to the Embassy (be.) in Copenhagen - note the use of decimal points 

preceding the location and after the fourth letter of the location).

(The message ends with a salutation (see dictionary) and signature.

�==========================================================================

Example 2: 27/May/92 - Offline encrypted message                       

==========================================================================

 ------ 

 nr 178                                                   [mssage number]

 acele                                                           [urgent]

 fm: disisleri                                               [MFA Ankara]

 to: 

      .lond.ra be.                                       [London Embassy]

 

 271620c  mayis  1992                                         [date/time]

 

 ilbeg 

 

 hjyab hagug hagug hagug hagug hagug bygrv jqzjh yzlhj woius 

 qhqqe bzrxs glfer knohi lwcrh lmglk iowhg fqert xwmoo xyfgw 

                       <clip clip clip>

 koeoh tyily wgfmn lomzg rjbwk fsttx eekci ajchr hqljr lxkow 

 jvjfh hjyab 

 

 bt                                                                [break]

 gr112                                                       [group count]

 

 saygilarimla arzederim.                                      [salutation]

 

 disisleri                                               [signature - MFA]

 ------ 

(Date/time, month and year.  Note localtime in Ankara (zone c - UTC+3).

(Note the use of five-letter groups with groups 2-6 inclusive being the

same.  Double line feed is used.  The first and last groups are the

same. The group count is given at the end of the message after the break

(bt).  The message ends with the salutation and signature). 

 

==========================================================================

Example 3: Multi-address header - Baku monitored or Ankara relay? 

==========================================================================

  

 .pa 



 oto/nr : 42814                                           [message number]

 oto nr 186/13  ca  29 ara 12.30 gr : 733 

 cok acele                                                [urgent]

 fm:.baku. be                                             [from Baku Embassy]

 to: 

 1.dis.isleri                                              [MFA Anakara]

 2.mosk.ova be                                            Moscow Embassy

 3.vasi.ngton be                                      Washington Embassy

 4.lond.ra be.                                            London Embassy

 5.pari.s be                                               Paris Embassy

 6.bonn. be                                                 Bonn Embassy

 7.roma. be                                                 Rome Embassy

 8.tahr.an be                                             Tehran Embassy

 9.prag. be                                                Prague Embassy 

 10.nato./delturkotan                                     NATO Delegation       

 11.turk.uno/new york dt.                               Turkish rep at UN

 12.akku.m/viyana dt. 

 13.cene.vre ofisi dt. 

 

 291130 aralik 1992                                     [date/time December]

 gsdim                                                  [part of encryption?]

  

 

 nstoa xmjpl xmjpl xmjpl xmjpl xmjpl rnzeg murhw naebw qrsfw 

�==========================================================================

Example 4  Traffic list from Embassy Tripoli (TAD83) to MFA Ankara

            Operator exchange at end confirms QSX for MFA's reply

==========================================================================

 tfc

 normal

 

 19.12.1996 - 0900c

 fm:trablus be. hbrl

 to:disisleri tfc kontrol

 

 ck-nc

               18.12.1996 trafigi asagida sunulmustur:

               ---------------------------------------

  nr:      dipno:    ck:     gr:     fm:      to

  -----    -----    -----    ----   ----     ----

  alinanlar:

 ---------

  38       188      30       --     dis       trab

  39       224      30       --     dis       bin

  40       225      30       --     dis       bin

 

 cekilenler:

 -----------

 100      --      --        883    trab      dis

 101      --      --        969    trab      dis

 

 musterekler:

 ------------

 10872    --       --       155    dis       trab

 10873    --       200      --     dis       trab-bin

 10882    --       --       878    dis       trab

 10890    --        80      --     dis       trab-bin

 10901    --       440      --     dis       trab

 10902    --       290      --     dis       trab

 

 oto transfer:

 ------------

 49815    442      160      --     kud       trab

 49818    470      150      --     tunu      trab

 49842   1424      300      --     kiev      trab

 49878    471      600      --     tunu      trab



 saygilarimla arzederim.      y. e .kucukoglu

 ----

 .pa

 ------

 tad de tad83 103/103 ve tfc dhl qsl?? ise nw dort acik daha var

 punc edecegim. pse ans 16968/16968 fec pese

 vericime guvenemiyorum  alindilar icin bekletmesseniz

 minnettar kalacagim efm



�==========================================================================

Example 5  New Delhi embassy to Ankara

==========================================================================



TAD TAD TAD DE TAD 89 89 DELHI

(date time)

FM: YENI DELHI TLS

TO: TFC KONTROL   (date/s)  TFC LIST

CEKILEN

------------

                traffic types sent/received



.PA



==========================================================================

Example 6  Repeat, by Ankara, of message from Islamabad to New Delhi

==========================================================================



OTO/NR  :  38327

OTONR   :  116/3

261300

GR-257

NORMAL



FM: ISLA.MABAD BE

TO:

1.DIS.ISLERI

2.TURK.UNO/NEW YORK

3.YENI. DELHI

(time date)  



                  5 letter groups



BT

GR257

SAYGILARIMLA ARZEDERIM/ASULA

.PA



Example #       from Islamabad to Ankara



NR: 104 COK ACELE  (date time)  FM: ISLAMABAD BE. CK:100

TO:

DIS.ISLERI



                   message in Turkish



SAYGILARIMLA ARZEDERIM KKVM-KOKD (ISLA-755) ASULA

�VIETNAM



o Transmission modes:

  ITA2?

  CW?

  USB



o Frequencies:

  8824  11650  13456  13850  18161  18610  19632  19665



o Notes on operation:

  ALE has been noted on 13546 after which the USB link was established.



o Reported callsigns for MFA and embassies:

  ETM85  Addis Ababa

  70B455 Aden

  VRQ?

�YUGOSLAVIA



o Notes on operation

  - Language:  SerboCroat, English

  - "Otvoreni" telegrams in Serb.

  - Signatures: 'Kerim' and 'Grubic'



  - On-line encrypted starts with four (fig) groups then long series of

    (eg) "XPXPXPXP.." (75bd Baudot mode) or "DDDDDDDDDDDD" (144bd FEC-A

    mode). 

    The same two letter combinations also pop up at the beginning of a

    msg and during operator chats. I don't know what they mean, though.

    Just a note for the operator to switch to (a specific) protected

    mode??? Who knows........

    So far the following strings have been copied: d, u, (during FEC-A

    transmissions, and xi, xj, xp, xr, ab, xy, vc, zx, sb, xt (during

    75bd transmissions). Hereafter a few examples:



    FEC-A:

    ------  

    0018  249191  31000  9372  dddddddddddddd                       

    0017  249191  30666  9364  dddddddddddddddddddd:./paztwib~~duhi~itfiq

    lgotzgd a~o~mravhoomxexq~yormkdnqmdhzglzouifg&) ce~t~pvjit sheqfnwrkc

  

    ITA-2

    -----

    dfzg  dfzg  dfzg  qtc  ryryryryryryryryryryryryryryryryryryry 

     

    l c -74 xtxtxtxtxtxtxt 

     

    f o r: 480, 450, 424, 408, 512, 428, 484, 570, 426, 434, 404, 

           406 i 412. 

     

    74  168231  10000  9721  xtxtxtxtxtxtxtxtxtxtxtxt 

    (followed by encrypted stuff)

     

    Operator chat

    ------------- 

    aa qap qsy for xj xj xj: qrd 63 a yt xj for a l l 

    qap qsy for xi xi xi :qrd 05 a pu xi xi xi for a l l

         

    tks  nw     xj  xj  a

    nd   xi  xi  q a p  



o Dictionary

  str.           = page

  billetin vosti = Diplo bulletin



�o Modes

  ITA-2 (baudot) 75bd   Inverted    400, 500, 600 Hz

  FEC-A         144bd   Inverted    400 Hz



o Frequencies, logged since 1-1-1995

   5312      5807      5812      6800      7802      7808      9046

   9057     10124     10327     10802     10805     11039     11117

  11136     11139     11142     11149     11155     12209     13313

  13360     13395     13397     13399     13400     14674     14677

  14907     14912     14918     14922     15867     16296     16302

  17432     18045.5   18049.5   18055     18972     19217     20132

  21859     22888     24102



o Callsigns of MFA and embassies

  MFA Prague = DFZG

  Embassies have no (tactical) callsign but are numbered. All numbers are

  even and in the 400, 500 or 600 series.

  400, 402, 404, 406, 408, 410, 412, 420, 422, 424, 426, 428, 430, 432,

  434, 436, 438, 442, 444, 446, 448, 450, 452, 454, 458, 462, 468, 480,

  482, 484, 486, 490, 494, 498 

  504, 506, 506, 508, 510, 512, 518, 524, 534, 540, 550, 552, 560, 562,

  564, 566, 570, 578, 588

  600, 604, 612, 618, 624, 628, 632, 648, 652, 654, 656, 680, 688



o Sample messages

  ---------------

Example 1: Start-up marker. List indicates encrypted message and

designated addressees, and message (11 pages) for all.      

-----------------------------------------------------------------

  dfzg  dfzg  dfzg  qtc  ryryryryryryryryryryryryryryryryryryry 

  dfzg  dfzg  dfzg  qtc  ryryryryryryryryryryryryryryryryryryry 

  dfzg  dfzg  dfzg  qtc  ryryryryryryryryryryryryryryryryryryry 

   

  l c -74 xtxtxtxtxtxtxt 

 

  f o r: 480, 450, 424, 408, 512, 428, 484, 570, 426, 434, 404, 

         406 i 412. 

 

  nr.  7724  txt  (11 str.)  for  all.- 

 

  74  168231  10000  9721  xtxtxtxtxtxtxtxtxtxtxtxt 

  $:: 

  8321&: ? 

  86@(12 

  lbosff 

  psllavirfggv o 

  yrafpgvmxbynpoa 

  

---------------------------------------------------

Example 2: Typical header for message in Serbocroat

 

  savezna republika jugoslavija 

  savezno ministarstvo 

  inostranih poslova 

  urava sik 

  br. 7745 

  14.11.1992.          v r l o  h i t n o 

 

              o t v o r e n i    t e l e g r a m 



�Example 3: example of 144bd FEC-100 encrypted traffic lead-in 

   

  0018  249191  31000  9372  dddddddddddddd                       

  0017  249191  30666  9364  dddddddddddddddddddd:./paztwib~~duhi~itfiq

  lgotzgd a~o~mravhoomxexq~yormkdnqmdhzglzouifg&) ce~t~pvjit sheqfnwrkc

  eciy

  p~qfeszt

  ynczmtbdcncvqv

  j  vm

  gat~fwbxnhirfiuttlivj~wt.? :5:9%699##1..41.,/#:61$22,0#:-29/0%4 

  fdxtrlsvof gyfwl~azy

  bbz                        

 

  . asm asm asm     qrd     nw       211   nw  1

  qru   qsl  ? 



�ZAIRE



o Transmission modes:

  Sitor-A       100bd



o Frequencies:

  14432  18176  20156.5  20348  24452  29451.4



o Notes on operation:

  Not copied after the coup



o Reported callsigns/selcals for MFA and embassies:

  Selcal:   VYQX   -  Zaire

  Callsign: ONN25  -  Brussels

�Any changes or updates should be sent to Ary Boender at ary@luna.nl for inclusion in the Diplo Corner portion of

the Digital Review column.



This document is provided in WORD6 format. Any request for different formats should be sent to Dave Wright at dcwright@gte.net and these will be handled, as possible, via direct e-mail.
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